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There is increasing need to build information systems that protect the privacy and ownership 
of data without impeding the flow of information. I will present some of our current work to
demonstrate the technical feasibility of building such systems: Privacy-preserving data mining.
Conventional wisdom held that data mining and privacy were adversaries. We have developed 

privacy-preserving data mining algorithms that operate on randomized (and thus privacy-protected) 
user data to build mining models, and provide actionable insights to businesses. Hippocratic databases. 

Unlike current database systems, Hippocratic databases have data privacy as a founding tenet. Their core
capabilities have been distilled from the principles behind current privacy legislations and guidelines. 

We identify the technical challenges and problems in designing Hippocratic databases, and also outline 
some solutions. Sovereign information sharing. Current information integration approaches assume the data
in each database can be revealed to other databases. Trends such as end-to-end integration, outsourcing, and
security require integrating information while limiting the data revealed. We have formalized the problem,
identified key operations, and designed algorithms for these operations, enabling information exchange in
domains such as security agencies, intellectual property licensing, crime prevention, and medical research.

Biography
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and SIGMOD innovations award, as well as the SIGMOD "Test of Time" award for his
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