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Abstract

We enunciatghe needfor watermarkinglatabase
relationsto detertheir piragy, identify the unique
characteristice®f relationaldatawhich posenewn
challengedor watermarking,and provide desir
able propertiesof a watermarkingsystemfor re-
lationaldata. A watermarkcanbe appliedto ary
databaseelationhaving attributeswhich aresuch
thatchangesn afew of their valuesdo not affect
theapplications.

We then presentan effective watermarkingech-
nigue gearedfor relationaldata. This technique
ensureshatsomebit positionsof someof the at-
tributesof someof thetuplescontainspeci c val-
ues.Thetuples,attributeswithin atuple,bit posi-
tionsin anattribute,andspeci c bit valuesareall
algorithmicallydeterminedinderthe control of a
privatekey known only to the owner of the data.
This bit patternconstituteghe watermark. Only
if onehasaccesdo the privatekey canthewater
markbe detectedvith high probability. Detecting
thewatermarkneitherrequiresaccesso the origi-
naldatanorthewatermarkThewatermarlkcanbe
detectecvenin a small subsebf a watermarked
relationaslongasthe samplecontainssomeof the
marks.

Our extensve analysisshavs that the proposed
techniquds robustagainstvariousforms of mali-
ciousattacksandupdatego thedata.Usinganim-
plementatiorrunningon DB2, we alsoshaw that
theperformancef thealgorithmsallows for their
usein realworld applications.
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1 Intr oduction

Thepiragy of digital assetsuchassoftware jmagesyideo,
audioandtext haslong beena concerrfor ownersof these
assets. Protectionof theseassetds usually basedupon
the insertionof digital watermarksinto the data[6] [11]
[13]. The watermarkingsoftwareintroducessmall errors
into the objectbeingwatermarked. Theseintentionaler
rors arecalledmarksandall the markstogetherconstitute
thewatermark The marksmustnot have a signi cant im-
pactontheusefulnessf thedataandthey shouldbeplaced
in sucha way that a malicioususercannotdestroythem
without makingthe datalessuseful. Thus,watermarking
doesnot prevent copying, but it detersillegal copyingby
providing a meangor establishinghe original ownership
of aredistritutedcopy.

Theincreasinguseof databases applicationdeyond
“behind-the- rewalls dataprocessingis creatinga similar
needfor watermarkinglatabased-or instancein thesemi-
conductoiindustry parametricddataon semiconductoparts
is providedprimarily by threecompaniesAspect,IHS, and
IC Master They all employa large numberof peopleto
manuallyextract partspeci cationsfrom datasheetsThey
thenlicensethesedatabaseat high pricesto designengi-
neers.Companiedike Acxiom have compiledlargecollec-
tionsof consumeandbusinessiata.In thelife sciencesn-
dustry the primary asset®f companiesuchasCeleraare
thedatabasesf biologicalinformation. Thelnternetis ex-
ertingtremendoupressuren thesedataprovidersto cre-
ateserviceqoftenreferredto ase-utilitiesor webservices)
that allow usersto searchand accesglatabasesemotely
While this trendis a boonto endusers,it is exposingthe
dataprovidersto thethreatof datatheft. They arethere-
fore demandingcapabilitiesfor identifying piratedcopies
of theirdata.

We suggestthat rights managemenof relational data
throughwatermarkingshouldbecomean importanttopic
for databaseesearch.Databaseelationsthat canbe wa-
termarkedhave attributeswhich are suchthat changesn
a few valuesdo not affect the applications.But arethere
real-worlddatasetshat cantoleratea smallamountof er-
ror without deggradingtheir usability?

Considethe ACARSmeteorologicatiatausedin build-
ing weatherpredictionmodels[3]. The wind vectorand
temperatureaccuraciesn this data are estimatedto be



within 1.8 m/s and C respectiely [3]. The errors
introducedby watermarkingcan easily be constrainedo
lie within the measuremeriblerancein this data. As an-
otherexample,considerexperimentallyobtainedgeneex-
pressiordatasetshatarebeinganalyzedisingvariousdata
miningtechnique$15]. Thenatureof someof thedatasets
andthe analysistechniqueds suchthat changesn a few
datavalueswill not affect the results. Similarly, the cus-
tomersegmentatiorresultsof a consumegoodscompany
will not be affectedif the externalprovider of the supple-
mentarydataaddsor subtractssomeamountfrom a few
transactionsLaterin the paperwe reportexperimentale-
sultsusingaforestcover datasetlt containgmeasurements
for variablessuchas elevation, aspect,slope,distanceto
hydrologyandroadwayssoil type, etc. Smallchangesn
someof themeasurementdo notaffecttheusabilityof this
data.Finally, consideithe parametricdataon semiconduc-
tor partsalludedto earlier For mary parameterserrors
introducedby watermarkingcanbe madeto lie within the
measuremeriblerancelt is notevorthythatthepublishers
of booksof mathematicalables(e.g. logarithmtablesand
astronomicaéphemerided)ave beenintroducingsmaller-
rorsin their tablesfor centuriesto identify piratedcopies
[13].

1.1 Do We Need New Watermarking Techniquesfor
Relational Data?

Thereis arich bodyof literatureonwatermarkingnultime-
dia data[6] [11] [13]. Most of thesetechniquesvereini-

tially developedfor still images[12] andlaterextendedto
video[10] andaudiosourced4] [8]. While thereis much
to learnfrom this literature,thereare also new technical
challengedueto the differencedn the characteristicef
relationalandmultimediadata.Thesedifferencesnclude:

A multimediaobjectconsist®of alargenumberof bits,
with considerableedundang. Thus,the watermark
hasalargecoverin whichto hide. A databaseelation
consistof tuples,eachof which representa separate
object. The watermarkneedgo be spreadover these
separat@bjects.

The relative spatial/temporapositioningof various
pieces of a multimedia object typically does not
change. Tuplesof a relationon the otherhandcon-
stitutea setandthereis no implied orderingbetween
them.

Portionsof a multimediaobject cannotbe dropped
or replaced arbitrarily without causing perceptual
changesn the object. However, the pirate of a re-
lation cansimply drop sometuplesor substitutehem
with tuplesfrom otherrelations.

Becausef thesedifferencestechniquesievelopedfor
multimediadatacannotbe directly usedfor watermarking
relations. To elaboratehis point further, let us mapare-
lation to an imageby treatingevery attribute value as a
pixel. Unfortunately the “image” thus de ned will lack

mary propertieof a realimage. For instance pixelsin a
neighborhoodn arealimageareusuallyhighly correlated
and this assumptiorforms the basisof mary techniques
suchaspredictive codingfor decidingwatermarkocations
[9]. Severaltechniquesrst apply a transform(e.g. dis-
creteFourier, discretecosine,Mellin-Fourier, Wavelet) to
theimage,insertthe watermarkin the transformedspace,
andtheninvertthetransform[9]. The noiseintroducedby
the watermarkingsignalis thus spreadover the wholeim-
age. A directapplicationof thesetechniquedo a relation
will introduceerrorsin all of the attribute values,which
might not be acceptable.Furthermoresucha watermark
might not survive evenminor updatego therelation.

Watermarkingtechniquesfor text exploit the special
propertiesof formattedtext. Watermarksare often intro-
ducedby alteringthe spacingbetweenwordsandlines of
text [17]. Sometechniquegely on rephrasingsomesen-
tencesin the text [1]. While thesetechniquesmight be
usefulto watermarkelationscontainingCLOBs(character
largebinaryobjects) theirapplicabilityto relationsconsist-
ing of simpledatatypesis suspect.

Techniquedor watermarkingsoftwarehave hadlimited
succes$5]. Theproblemis thattheinstructionsn a com-
puterprogramcanoftenberearrangedavithout alteringthe
semantic®f the program.This resequencinganhowever
destroya watermark.Techniquesave alsobeenproposed
to prevent copyingof software. They however requirein-
stallationof tamperresistantmodulesin users'machines,
limiting their successfuadoptionin practice.

1.2 Our Contributions

We believe thatthewatermarkingf relationaldatahassig-

ni cant technicalchallengesand practicalapplicationsto

desere seriousattentionfrom the databaseesearctcom-
munity. A desideratdor a systemfor watermarkingneeds
to be speci ed, followedby developmentof speci c tech-
nigues. Thesetechniqueswill mostcertainlyuseexisting

watermarkingprinciples. However, they will alsorequire
enhancement® the currenttechniquesaswell asnew in-

novations.

We have attemptedo provide sucha desideratan this
paper To demonstratéhefeasibility of watermarkingela-
tional data,we alsopresentineffective techniquethatsat-
is es this desiderata.This techniquemarksonly humeric
attributesand assumeshat the markedattributescan tol-
eratechangedn someof the values. The basicideais to
ensurethat somebit positionsfor someof the attributes
of someof the tuplescontainspeci c values. Thetuples,
attributeswithin a tuple, bit positionsin an attribute, and
speci ¢ bit valuesareall algorithmicallydeterminedinder
thecontrolof a privatekey known only to the ownerof the
relation. Thisbit patternconstitutegshewatermark Only if
onehasaccesgo the privatekey, canthewatermarkbede-
tectedwith high probability. Our detailedanalysisshovs
that the watermarkcan withstanda wide variety of mali-
ciousattacks.



1.3 Organization

The rest of the paperis organizedas follows. Section2
speci esour watermarkingnodelandthe desirableprop-

ertiesof a systemfor watermarkingrelationaldatabases.

Section3 givesour algorithmsfor insertinganddetecting
watermarks. We also discussits novelty with respectto
existingwork. Sectiond analyzeghe propertieof thepro-
posedtechnique. Section5 providesimplementatiorde-
tails and an experimentalevaluation. We concludewith a
summaryanddirectionsfor futurework in Section6.

2 Model

SayAlice is theownerof therelation thatcontains tu-
ples,out of whichshehasmarked tuples.Thefollowing
propertiesaredesirable.

Detectability Alice shouldbe ableto detectherwater
mark by examining tuplesfrom a suspiciousdatabase.
Clearly, if her bit pattern(watermark)is presentin all of

tuples,shehasgoodreasorto suspecpiracgy. However,
it is reasonabléor Alice to getsuspiciousdf herpatternis
presenin atleast tuples( ), where depend®n
anda preselectedialue , calledthe signi cancelevel of
thetest. Thevalueof is sodeterminedhatthe probabil-
ity thatAlice will nd by sheerchanceherbit patternin at
least tuplesoutof tuplesislessthan .

Robustness Watermarkshouldberobustagainstattacks
to erasghem. SaytheattackerMallory!, changes tuples
of Alice's relation . We saythatthe watermarkis safe
from erasurdf the attackis not ableto destroythe marks
of atleast tupleswhere dependssaboeon and
We furtherdiscusgobustnessn Section2.1.

Incremental Updatability Having watermarked , Al-

ice shouldbe ableto update in the future without de-
stroying the watermark. As Alice adds/deletesuplesor
modi es thevaluesof attributesof , thewatermarkshould
be incrementallyupdatable Thatis, the watermarkvalues
shouldonly be recomputedor the addedor modi ed tu-

ples.

Imperceptibility = The modi cations causedby marks
shouldnot reducethe usefulnes®f the databaseln addi-
tion, the commonlyusedstatisticalmeasuresuchasmean
andvarianceof the numericalattributesshouldnot be sig-
ni cantly affected.

Blind System Watermarkdetectionshould neitherre-
quiretheknowledgeof theoriginal databas@or thewater
mark. This propertyis critical asit allowsthewatermarko
be detectedn a copyof the databaseelation,irrespectve
of laterupdatego the original relation.

Key-BasedSystem Following Kerckhofs [14], the wa-
termarkingsystemshouldassumehatthe methodusedfor
insertinga watermarkis public. Defensemustlie only in

1Thecryptographyiteraturehascorventionallygivena malepersona
to Mallory, themaliciousactive attackef[18].

the choiceof the privatekey. The folly of “security-by-
obscurity” hasbeenshavn repeatedlysincethe rst enun-
ciationof Kerckhofs' principlein 1883[13].

2.1 BenignUpdatesand Malicious Attacks

Sincedatabaseelationsareupdatablethemarkscontained
in arelationcanbe remored by benignupdatesaswell as
maliciousattacks.

BenignUpdates Supposéallory hasstolenAlice'sdata
without realizing that it hasbeenwatermarked. Subse-
guently Mallory may updatethe stolendataashe usesit.

Watermarkingshouldbe suchthat Alice doesnot loseher
watermarkin the stolendatain spiteof Mallory'supdates.

Malicious Attacks Mallory may know that the datahe
hasstolencontainsa watermark,but he may try to erase
thewatermarkor try othermeandor claimingfalseowner

ship. ThewatermarkingsystemshouldprotectAlice from

variousformsof Mallory's maliciousattacks:

Bit Attacks Thesimplestmaliciousattackattemptgo de-
stroythewatermarkby updatingsomebits. Clearly, if Mal-

lory canchangeall the bits, he caneasilydestroythe wa-

termark. However, he hasalso madehis datacompletely
useless. The effectivenessof an attack shouldtherefore
considerthe relationshipbetweenthe numberof bits that
Mallory and Alice change sinceeachchangecanbe con-
sideredanerror Having moreerrorsclearlymakeghedata
lessuseful.

A randomizatiorattackassigngandomvaluesto some
numberof bit positions. A zeo out attacksetsvaluesof
somenumberof bit positionsto zero. A bit ipping attack
invertsthe valuesof somenumberof bit positions. Note
thatbenignupdate€analsobemodeledasarandomization
attack.

RoundingAttadk Mallory maytry to losethe markscon-
tainedin a numericattribute by roundingall the valuesof
the attribute. This attackis not ary betterthanthe bit at-
tacksdiscussebore. Mallory hasto correctlyguesshow
mary bit positionsareinvolvedin thewatermarkingIf he
underestimateis, hisattackmaynotsucceedIf heoveres-
timatest, hehasdegradedhequality of his datamorethan
necessaryEvenif hisguesds correct,his datawill notbe
competitve againstAlice'sdatabecausdis datavaluesare
lessprecise.

A relatedattackwill be onein which the numericval-
uesare uniformly translated. For example, Mallory may
translateusing units of measuremente.g., imperial units
to metric units). Alice simply needsto convert the values
backto theoriginalsystemn orderto recoverthemarks.In
generalMallory canapplyarbitrarytranslationgo numeric
values.In this case Mallory would alsoneedto inform po-
tentialusersof thecornversionusedwhich couldalsobeap-
plied by Alice beforedetectingherwatermark. Theunnec-
essaryconversionwould alsoraisesuspicioramongusers.

SubsetAttadk Mallory may take a subsetof the tuples
or attributesof a watermarkedelation and hopethat the



Numberof tuplesin therelation
Numberof attributesin therelation
availablefor marking

Numberof leastsigni cant bits
availablefor markingin anattribute
Fractionof tuplesmarked
Numberof tuplesmarked

Signi cancelevel of thetest

for detectinga watermark
Minimum numberof correctlymarked
tuplesneededor detection

Figurel: Notation

watermarks lost.

Mix and Match Attadk Mallory may createhis relation
by takingdisjointtuplesfrom multiple relationscontaining
similarinformation.

Additive Attack  Mallory may simply add his watermark
to Alice's watermarkedelationandclaim ownership.

Invertibility Attadk Mallory maylaunchaninvertibility at-
tack[7] to claim ownershipif he cansuccessfullydiscoser
a ctitious watermark.Mallory's claimedwatermarkis in
factarandomoccurrence.

3 Algorithms

We now presentatechniqudor watermarkinglatabasee-
lations and shav that it satis es the desiderateoutlined
above. This techniquemarksonly numericattributesand
assumeghat the marked attributes are such that small
changesn someof their valuesare acceptableand non-
obvious. All of the numericattributesof a relationneed
notbemarked.The dataowneris responsibldor deciding
which attributesaresuitablefor marking.

We are watermarkinga databaserelation  whose
schemeis , Where is the primary
key attribute. (Section3.5 givesextensiondor watermark-
ing a relationthat doesnot have a primary key attribute.)
For simplicity, assumehatall  attributes
arecandidate$or marking. They areall numericattributes
andtheirvaluesaresuchthatchangesn leastsigni cant
bits for all of themareimperceptible

Gap isacontrolparametethatdetermineshenumber
of tuplesmarked, One can often trade-of
against thatdetermineghe extentof errorintroducedin
an attribute's values. If lesstuplesare marked,it might
be possibleto introducegreaterchangesn the valuesof
markedattributes.

We denoteby the value of attribute  in tuple

. Figurel summarizesheimportantparameterssed
in our algorithms. Thesealgorithmsmakeuseof message
authenticatedodeghatwe brie y review next.

2|t is notnecessaro useconsecutie leastsigni cant bits for mark-
ing. Forinstancewe may not usethosebit positionsin which the distri-
bution of bit valuesis skeved[16]. We omit this detail.

/I Theprivatekey is known only to the ownerof thedatabase.
/l Theparameters, ,and arealsoprivateto theowner.

1) foreachtuple do

2) if ( mod equald) then /I markthistuple
3) attribute_index = mod  // markattribute
4) bit.index = mod /I'mark  bit

5) = mark( )

6) mark(primarykey , number , bit_iindex ) return number
7) rst_hash=( )

8) if (rst_hashis even)then

9) setthe  leastsigni cant bit of to0
10) else
11) setthe  leastsigni cantbit of tol
12) return

Figure2: WatermarknsertionAlgorithm

3.1 MessageAuthenticated Code

A one-wayhashfunction operate®n aninput message
of arbitrarylengthandreturnsa x edlengthhashvalue
, e, . It hasthe additionalcharacteristics
thati) given , it is easyto compute , ii) given , it is
hardto compute suchthat , andiii) given
it is hardto nd anothemessage suchthat
. Severalone-wayfunctionshave beendescribedn
[18]. MD5 andSHA aretwo goodchoicesfor
A messagauthenticatedode(MAC) is aone-wayhash
functionthatdepend®nakey. Let beaMAC thatran-
domizeghevaluesof the primarykey attribute  of tuple
andreturnsanintegervaluein awiderange. isseeded
with a privatekey  known only to the owner We usethe
following MAC, consideredo besecurg18]:

where representsoncatenation.

3.2 Watermark Insertion

Figure2 givesthe watermarkinsertionalgorithn?®. Line 2
determinesf thetupleunderconsiderationvill bemarked.
Becauseof the useof MAC, only the ownerwho hasthe
knowledgeof theprivatekey  caneasilydeterminevhich
tupleshave beenmarked. For a selecteduple, line 3 de-
terminesthe attribute that will be markedamongstthe
candidateattributes. For a selectedattribute, line 4 deter
minesthe bit positionamongst leastsigni cant bits that
will be marked. Again, the resultsof the testsin lines 3
and4 dependbn the privatekey of the owner. For erasing
awatermarktherefore the attackemwill have to guessot
only thetuples,but alsothe markedattributewithin atuple
aswell asthebit position.

The mark subroutinesets the selectedbit to 0 or 1
dependingon the hashvalue obtainedin line 7. Thus,

3The algorithmis written in a form that simpli es exposition,rather
thanin themostcomputationallyef cient form.



/I, , ,and havethesamevaluesusedfor watermarkinsertion.
/I isthetestsigni cancelevel thatthedetectompreselects.

1) totalcount= matchcount 0

2) foreachtuple do

3) if ( mod equald) then /I thistuplewasmarked
4) attribute_index = mod //attribute  wasmarked
5) bit.index = mod 1 bit wasmarked

6) totalcount= totalcount+ 1

7) matchcount matchcount match( . )

8) =threshold(totalcount,)
9) if (matchcount ) then suspecpiracy

/l seeSectiord.2

10) match(primarykey , number , bit_index ) return int
11) rst_hash= ( )

12) if (rst_hashis even)then

13) returnlif the  leastsigni cantbit of is O elsereturnO
14) else
15) returnlif the  leastsigni cantbit of is 1 elsereturnO

Figure3: WatermarkDetectionAlgorithm

the result of line 9 (line 11) either leaves the attribute
value unchangedr decrementgincrements)it. Conse-
guently markingdecrementsomeof the valuesof an at-
tribute while it incrementssomeothersand leaves some
unchanged.

Databasesisually allow attributesto assumenull val-
ues.If anull attributevalueis encounteredvhile marking
atuple,we do notapplythemarkto thenull value,leaving
it unchanged.

3.3 Watermark Detection

AssumeAlice suspectghat the relation
Mallory hasbeenpiratedfrom herrelation . The setof
tuplesand attributesin ~ canbe a subsetof . We as-
sumethatMallory doesnot dropthe primary key attribute
or changethe valueof primarykeys sincethe primarykey
containsvaluableinformationandchangingit will render
the databaséessusefulfrom the users point of view*.

Thewatermarkdetectionalgorithm,shavn in Figure3,
is probabilisticin nature. Line 3 determinedf the tuple

underconsideratiormusthave beenmarkedat the time

of insertingthe watermark. Lines 4 and5 determinethe
attribute andthe bit positionthat musthave beenmarked.
The subroutinematchthencompareghe currentbit value
with the valuethat musthave beensetfor that bit by the
watermarkingalgorithm.

We thusknow at Line 8 how mary tuplesweretested
(totalcount)and how mary of them containthe expected
bit value (matchcount)In aprobabilisticframevork, only

publishedby

4If this assumptiordoesnot hold, usethe techniquein Section3.5.
If Mallory tries to makebenignchangedo the primary key valuesby
transformingtheminto semanticallyequivalentvalues(e.g., uniformally
changepart numberssuchas CY7C225Ainto CY-7C-225A),Alice can
detectherwatermarkby rst invertingthe transformedorimary key val-
ues.

acertainminimumnumbetrof tupleshave to containmatch-
ing markedbits. The matchcountis comparedwith the
minimum countreturnedby the thresholdfunctionfor the
testto succeedt the chosenlevel of signi cance . The
thresholdfunctionis describedn Sectior4.2.

Figure 3 assumedor simplicity that all the candidate
attributes werepresenin . If Alice nds
atuple in which shemusthave markedthe attribute
(line 4) but Mallory hasomitted , shesimply ignores
thetuple. Similarly, if atupleis found whoseattribute
shouldhave beenmarkedbut  hasanull value thetuple
is ignored. l.e., The valuesof matchcountandtotalcount
areunafected.

3.4 Remarks

Data Formats We rely on Java to handleissuesrelated
to dataformatsfor numerictypes. Jasa prescribespeci ¢
sizesfor numerictypes,which are machineindependent.
JVM also hidesthe compleities arising out of different
byte orderingsusedon differentmachinedor storing nu-
meric data. Note that we mark the mantissaof a oating
pointnumberanddecimalnumbersaaremarkedasintegers
ignoringscale.

Incremental Updatability Whetheratupleis markedor
not depend®nits primarykey attribute. Thusatuple can
be insertedwithout examining the markingsof ary other
tuple. Similarly, a tuple can be simply deleted. When
updatingthe primary key attribute of a tuple, we recom-
puteits marking beforestoringthe tuple in the database.
Whenupdatinga non-primarykey attribute,nothingneeds
to be doneif the algorithmhasnot selectedhis attribute
for marking. On the otherhand,if the attributeis a candi-
datefor marking,themarkis appliedto theattribute'svalue
beforestoringit in the database.

Blind Watermarking Thedetectioralgorithmis blind. It
simplyextracts bitsof informationfrom thedata without
requiringaccesso theoriginal dataor watermarko arrive
atits decision.Blind watermarkings critical for database
relationssincerelationsarefrequentlyupdated.Eachver
sion of therelationwould needto be keptif theoriginalis
requiredfor detectinga watermark.

3.5 RelationsWithout Primary Keys

Thewatermarkingechniquedescribedbove is predicated
on theexistenceof a primarykey in therelationbeingwa-

termarked.Primarykeys arisenaturallyin real-life situa-

tionsandwe expectthe majority of relationsthatsomeone
would be interestedn watermarkingwill have a primary

key. We discussnext how to extend our techniqueif this

assumptioroesnot hold.

Assumerst thattherelation consistof a singlenu-
mericattribute . Partition the bits of the attribute  into
two groups. bitsofthevalue  areusedasthe“primary
key substitute”of thetuple andtheremaining bitsare
usedfor marking. We cannow usethe schemedescribed



earlier This constructionwill work only if doesnot
have mary duplicates. Too mary duplicatesin  bits of

valueswill resultin mary identical markswhich an
attackercanexploit.

If therelationhasmorethanoneattribute,oneof them
canbeusedasthesubstituteandtheremaindefor marking.
Choosehe attribute thathasminimum duplicatego sene
asthe substitute.The substitutecanalsobe spreadacross
morethanoneattributeto reduceduplicates Thedravback
is thatif oneof theseattributesis omittedby Mallory, Alice
will notbeableto detectthewatermark.

3.6 RelatedWork

Dugley andRoche[9] classifythe varioustechniquedor
watermarkingmagesalong the following dimensions:i)
the methodfor selectingpixelswherethe watermarkmes-
sagewill be hidden;ii) the choice of workspaceto per
form the hiding operation;iii) the stratgy for formatting
the messageiv) the methodfor meiging the messagand
cover; andv) the operationneededor extractingthe mes-
sage. Accordingto this framewvork, our techniqueusesa
privatekey andthe primarykey to selectthe bit positions.
We do the hiding in the original space.We do not have a
x ed messagethe bit patternthat constitutegshe message
is dynamicallyand algorithmically computed(andincre-
mentally updated). The meging operationis a bit opera-
tion, drivenby a truth tablede ned by themarksubroutine
of theinsertionalgorithm. The extractionoperationis the
dualof thememge operation.

Theclosesto our techniqudn the Dugley-Rochespace
of imagewatermarkingechniquess the patchworkalgo-
rithm [2]. This algorithmchoosesandompairsof points
( ) of animagein the spectraldomain,andincreases
the brightnessat by 1 unit while correspondinglyde-
creasinghebrightnessaat . Randonthangeso relational
datacan potentiallyintroducelarge errors. It is alsonot
clearhow to handleincrementalipdatesandhow to protect
thewatermarkirom variousformsof attacksf onewereto
applythepatchworkalgorithmto relationaldata.

Anothercloselyrelatedwork is the techniqueproposed
in [1] for watermarkinga sequencef numbers.The basic
ideais to modify the numbers,interpretedasintegers,to
forcethemto be quadratiaesiduesr nonresiduesnodulo
a secretprime, accordingto the parity of the next bit of a
userprovided message.The watermarkis repeatednary
timesthroughouthedata. Theadwantageof our technique
is thatwe do not requiredatato be orderedandhenceour
techniquds robustin the presencef updates We alsodo
nothave a x ed messagé¢hatis encryptedandrepeatedn
thedata.

4 Analysis

We now analyzethepropertief the proposedvatermark-
ing technique.

4.1 Cumulative Binomial Probability

Repeatedndependentrails are called Bernoulli trials if
there are only two possibleoutcomesfor eachtrial and
their probabilitiesremainthe samethroughoutthe trials.
Let betheprobabilitythat Bernoullitrials with
probabilities for succesand for failure result
in successeand failures.Then

1)
)
Denotethe numberof successem trialsby . The
probability of having at least successes trials, the
cumulatize binomialprobability, canbe written as
®3)
For brevity, de ne
(4)

4.2 Probabilistic Framework

We cannow specifythethresholdsubroutineusedn Line 8
of Figure3. Supposeotalcount= whenAlice runsthe
detectionalgorithm. Thatis, Alice looksat bits andob-
senes the numberof bits whosevaluesmatchthoseas-
signedby the markingalgorithm. The probability that at
least outof ramdombits—eachbit equalto O or 1 with
equalprobability, independentf the otherbits — matches
the assignedvalue is In other words, the
probability that at least  bits match by sheerchanceis
. Thereforethe subroutine

subroutine threshold(, )return count

returnsminimum suchthat .

The signi cancelevel determineshow amenablghe
systemis to falsehits. Thatis, is the probability that
Alice will discover her watermarkin a databaseelation
not markedby her By choosinglower valuesof , Alice
canincreaseher con dencethatif the detectionalgorithm
nds herwatermarkin a suspectedelation,it probablyis a
piratedcopy.

4.3 Detectability

We seefrom Section4.2 thatthe detectabilityof a water
markdepend®nthesigni cancelevel andthenumberof
markedtuples . Thelatterin turn depend®nthenumber
of tuplesin therelation andthegapparameter .

Watermark Detection Figure4 plots the proportionof
markedtuplesthat musthave the correctwatermarkvalue
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for successfubetection(i.e., ). We have plottedthe
resultsfor relationsof differentsizes,assuming = 0.01.
The X-axis variesthe percentagef tuplesmarked(i.e. the
fraction expresseds percentage)The percentagef
tuplesmarked0.01%,0.1%,1.0%,and10%correspondo
the valuesof 10000,1000,100,and10 respeciiely.

The gure shaws that the requiredproportionof cor
rectlymarkeduplesdecreaseasthe percentagef marked
tuplesincreases. This proportion also decreasess the
numberof tuplesin therelationincreasesWe, of course,
needmorethan50% of the correctlymarkedtuplesto dif-
ferentiatea watermarkfrom a chanceoccurrencebut with
anappropriatehoiceof , thispercentageanbemadedess
than51%. This gure alsoshows thatfor larger relations,
we canmark a smallerpercentagef the total numberof
tuplesandyet maintainthe detectabilityof thewatermark.

In Figure5, we have plottedthe requiredproportionof
correctly markedtuplesfor variousvaluesof . There-
sultsareshavn for a 1 million tuplerelation. Clearly we
needto proportionatelynd a larger numberof correctly
markedtuplesasthe valueof decreasesMore impor-
tantly though,evenfor very low valuesof , it is possible
to detectthe watermark.Even for wherethere
are only 100 markedtuplesout of 1 million tuples,it is
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Figure6: Probabilityof recareringby chance tupleshav-
ing the correctwatermarkvalueoutof tuples(gap )

possibleto detectthe watermarkif 82% of the markshave
the correctvaluefor aslow as . For ,
lessthan52% of themarkedtuplesarerequiredto have the
correctmarkfor all  values.

FalseHits Figure6 illustratesthe robustnesof the sys-
tem againstfalse hits. The graphhasbeenplottedfor a
1 million tuplerelationandfor differentvaluesof the gap
parameter . We have varied on the X-axis the ratio of
markedtuples having the correct watermarkvalue to
the total numberof markedtuples . The Y-axis shavs

, which s the probability of falsely nding at
least tupleshaving the correctwatermarkvalueout of
tuples.

The graphshaws that thereis a sharpdecreasen the
probabilitythat,by chancealone morethan50%of thetu-
pleswill have a correctmark. For , the probability
that51% or moreof themarkedtupleshave a correctmark
by chanceis 1.29e-10.Evenfor a very large
theprobabilitythat80%or moreof the markedtuplesha/e
acorrectmarkby chanceds only 5.58e-10.Thus,by choos-
ing appropriatevaluesfor and , falsehits canbe made
highly improbable.

4.4 Robustness

We now analyzethe robustnes®f our watermarkingech-
nigueagainswariousformsof maliciousattacks Alice has
marked tuples.For detectingherwatermarkshe
usesthe signi cancelevel of thatdetermineghe mini-
mumnumberof tuples outof thatmusthave hermark
intact.

4.4.1 Bit-Flipping Attack

In this form of attack,Mallory triesto destroyAlice's wa-
termarkby ipping thevalueatthebit positionsheguesses
have beenmarked.The analysisandresultsaresimilar for
thezero-outandrandomizatiorattacks.
AssumethatMallory magicallyknows the valuesof the
and parametersisedby Alice. Thevalueof is as-
sumedo bethesamefor all of attributes.SinceMallory
doesnot know which bit positionshave beenmarked,he



=1million, =1, =1,
1

o
[
0
|
o
=3

o
o
=y

Probayility of a successful attack
P o
o
2

o
o
o
o
=y

5 10 15 20 25 30 35 40 45 50
Percentage of tuples changed

o

Figure7: Probabilityof asuccessfuhttack(gap )

=1milion, =1, =1, =0.01

1

. gap=1
‘gap=1

o

o
S
«

o
o
=y

Probayility of a successful attack
P o
o
2

0.0001

1 10 100 1000 10000
Ratio of the number of tuples attacked / number of tuples marked

Figure8: Excesserrorin destroyinga watermark(gap

)

randomlychooses tuplesout of tuples. For every se-
lectedtuple,he ips all of thebitsin all of bit positions
in all of attributes.To besuccessfulhe shouldbeableto
ip atleast marks.

The probabilitythatthis attackwill succeeatanbe esti-
matedas

()

EssentiallyMallory is samplingwithout replacement tu-
plesoutof potentiallymarkedtuples,hopingthatatleast
tuplesoutof markedupleswill shav upin hissample.

Probability of Success Figure7 shavs the probability
of succesof the abore attackon a 1 million tuple rela-
tion with  setto 0.01. We have assumedhat Alice has
markedonly the leastsigni cant bit of one attribute and
this informationis someha known to Mallory. We have
variedon the X-axis the percentagef tupleschanged For

, if Mallory changegl0% of thetuples,he has

64% chanceof destroyingthe watermark.For

he hasto change46% of the tuplesto get44% chanceof
successHis chanceof successs only 11%if hechanges
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Figure9: Probabilityof a successfuattackwhen(lsb )

is underestimateby 1

48% of thetupleswhen . Anything lessthanclose
to 50% doesnot destroythe watermarkfor . Note
thatit is notin Mallory'sinterestto ip morethan50% of
the markedbits. For in thatcase Alice candetectthewa-
termarkby re ipping theappropriateébits andapplyingthe
detectionalgorithmon thetransformediata.

Figure8 shaws the excesserrorintroducedby Mallory
in destroyinga watermark gxpressedstheratio of theto-
tal numberof tuplesattackedo the numberof markedtu-
ples.When , Mallory hasto changenearly5000
timesthe numberof tuplesthatweremarkedto destroythe
watermark.Thus,Mallory's datawill containmorethan3
ordersof magnitudeof errorthanAlice'sversion.Thisratio
becomesoughly500,50, and5 respectiely for = 1000,
100,and10. Thus,Alice canchooseavalueof depending
uponhow tolerantthedatais to errorsandforce Mallory to
commitmuchlargererrors(andhencemakeMallory'sdata
lessdesirable).

Figure8 alsosaysthatif Mallory wererestrictedo mak-
ing atmostasmary changedo the dataasAlice, hecould
nothave destroyedilice'swatermark Hence jf the datais
suchthatthereis alimit to thenumberof changed cantol-
eratewithout renderingit uselesandAlice introduceghe
maximumpossiblenumberof changesMallory will notbe
ableto remove thewatermark.

Varying  Now considetthe casewhereAlice marksone
of leastsigni cant bits, but only in one attribute.
First assumeMallory somehw knows the exact value of
. However, Mallory will not know which bit positionhas
beenmarkedn aspeci c tuple. Having decidedonatuple,
he will thereforehave to ip all of leastsigni cant bits
of the attribute in orderto destroya mark. If we plot the
probabilityof a successfuattackagainsthe percentagef
tupleschangedinderthis scenarioye getagraphidentical
to Figure7. Thedifferences thatMallory has timesex-
cesserror. Mallory hasto change bitsin anattributevalue
whereagsAlice continuego changeonly onebit. A larger
valueof alsoleadsto largererrorsin Mallory'sdata.
Suppos@&ow thatMallory doesnotknow theexactvalue
of usedby Alice. Figure9 shavs what happensvhen
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Mallory underestimatethe valueof by just 1 bit. We
take =1million, =1000, ,and , andplot
theprobabilityof a successfuhttackfor differentvaluesof

andthe percentagef tupleschanged.ContrastFigure9
with Figure7 for thecasewhence . Comparedo
Figure?, plotsshift to theright shaving areductionin the
probabilityof asuccessfuhttack.In fact, Figure9 contains
no valuesfor and . Thisis becausehe probability
of succesfasbecomerery small(lessthan0.0001).

In reality, it is hardfor Mallory to guesgheexactvalue
of usedbyAlice. If heoverestimatethevalue,heendsup
introducinglargeerrors;if heunderestimatet, hischances
of successrereduced.Thus,Alice caneffectively usethe

parameteto foil Mallory.

Varying  Alice hastheadditional e xibility of marking
ary oneof the attributes. Mallory, unfortunatelyhasto
changehevaluesof all of attributesin atuple. Theanal-
ysisof having attributesto markis identicalto having
leastsigni cant bits to mark. Clearly; Alice shoulduseall
the attributesshecanmarkwithout affecting the quality of
datasigni cantly.

4.4.2 Mix-and-Match Attack

In the mix-and-matchattack,Mallory takes fraction of
tuplesfrom Alice'srelation andmixesthemwith tuples
from othersourcego createhisrelation of thesamesize
as . Wegiveasimpleaveragecaseanalysidor thisattack.
For Alice to beableto detectherwatermarkn , we need

- - - ©)

The secondterm on the left handside of the inequality
ariseshecauséehe detectionalgorithm,whenappliedto an
unmarkedelation,canexpectto nd matchingbitsin half
of thetuples.Thevalueof depend®n , ,and .
Figurel0givestheminimumvalueof for whichAlice
canstill detectthewatermarkor variousvaluesof and
(expressedasthe percentagef tuplesmarked). We have
taken tobe0.01and andextracted values
from Figure4. We seethatif Alice hadmarked10% of the

tuples, she candetecther watermarkeven when Mallory
pirateslessthan 2.5% of tuplesfrom her 100,000tuples
relation. The fraction of tuplesMallory canpirateandyet
avoid detectioncomesdown rapidly asthe sizeof Alice's
relationincreases.

4.4.3 Additive Attack

In the additive attack, Mallory simply insertshis water
mark in Alice's data. The original ownershipclaim can
beresolhedby locatingthe overlappingregionsof the two
watermarksn which the bit valuesof the markscon ict

and determiningwhich owner's markswin. The winner
musthave overwrittentheloser's bitsandhencemusthave
insertedthe watermarkater Dependinguponthe signi -

cancelevel choserfor thetest,it is possiblenotto reacha
decisionif only a few markscollide. Clearly having more
markedtuples(i.e. smallervalueof ) increasegollisions
andhencethe chanceof reachinga decision.

4.4.4 Invertibility Attack

Counterfeitwatermarksareusedto claim ownershipin an
invertibility attack[7]. This attacktranslatesnto Mallory
beingableto nd a key that yields a satisfactorywater
markfor somevalueof . Thekey discoreredby Mallory
neednot matchthe key usedby Alice in insertingherwa-
termark. For high valuesof , Mallory canstumbleupon
sucha key by repeatediytrying differentkey values. This
attackis thwartedby usinglow valuesof (e.g.,1.0e-10),
renderingnegligible the probability of accidentallynding
agoodkey.

4.5 DesignTrade-Offs

Ourwatermarkingechniquehasfourimportanttunablepa-
rametersi) , thetestsigni cancelevel,ii) , thegappa-
rametethatdetermineshefractionof tuplesmarkedjii) ,
the numberof attributesin therelationavailablefor mark-
ing, andiv) , the numberof leastsigni cant bits avail-
ablefor marking. Basedon the analysispresentedn this
section,we have summarizedn Figure 11 the important
trade-ofs whenselectinghevaluesfor theseparameters.

falsehits missedwatermarks
robustness dataerrors
robustness

robustness dataerrors

Figure11: DesignTrade-Ofs

5 Implementation and Experiments
We next provide someimplementatiomnotesand experi-
mentalresultsobtainedusingareal-life dataset.
5.1

We describeanimplementatiorin which watermarkinser
tion aswell asdetectiorareimplementedisdatabaselient

Implementation



programausing SQL-92level capabilities.We assumedor
simplicity thatthe primarykey of therelation consistof
asingleattribute andonly oneattribute is availablefor
watermarking.

A watermarkis insertedby rst retrieving tuplesof
with attributes speci edin the selectlist. The select
statementontainsthe additionalclause*for updateof ”
thatletsthe databasengineknow that the selecteduples
of  will beupdated.For eachtuple thusfetched,if the
watermarkingalgorithmdetermineshatachanges needed
in thevalueof  , anupdatestatements issuedto mark

. Theupdatestatemenhasa “currentof cursor”clause
thatletsthe databasengineknow thatthe tupleto be up-
dateds .
Watermarkdetectionis performedusinga selectstate-
mentto fetchthetuplesof the suspiciousiatabaseelation
, specifyingtheattributes in theselectist. Appropri-
ate countsfor totalcountand matdcountareincremented
for every resulttuple. Finally, if the probabilityof nding
matdicountmarksin totalcounttuplesis within the signif-
icancelevel, thewatermarkhasbeendetected.

5.2 Experimental Results

We now report some experimentalresults that comple-
ment the analysispresentedn Section4. Experiments
wereperformedusingthe ForestCover Typedatasetavail-
ablefrom theUniversityof California—IrvineKDD Archive
(kdd.ics.uci.edu/databases/etype/coertype.html).The
datasethas 581,012rows, eachwith 61 attributes. We
addedan extra attribute calledid to sene asthe primary
key. We chosethe rst tenintegervaluedattributesascan-
didatedfor watermarking.

We ran experimentson DB2 UDB Version 7 using
JDBC connectvity ona Windows NT Version4.00work-
stationwith a400MHzIntel processqrl28MB of memory
anda 10 GB disk drive. We usedthe defaultDB2 settings,
exceptfor thelog le andthelock list. It wasnecessary
to modify thesesettingsbecausesomeof our experiments
wereupdateintensive. Thelog le sizewassetto 20 MB
andthelock list to 2 MB.

5.2.1 Watermarking Overhead

Werantwo experimentgo assesthecomputationatostof
watermarkinganddetection Performanc&asmeasureth
elapsedime. Eachexperimentwasrepeated0 timesand
the overheadatioswerecomputedrom the summatiorof
individualtrials.

The rst experimentevaluatedhecostof insertingawa-
termark. We tried the worstcaseby setting to 1. In this
case,the watermarkingalgorithmwill read tuplesand
nd thatevery tuplerequiresmarking. However, on aver-
age,half thetupleswill alreadyhave the correctvaluefor
themark. Thereforewe expectthatwatermarkingwill up-
dateonly tuples. We comparetheselatenciesto the
time requiredto read tuplesandupdate  tuples.The
comparisoryieldedaratio of 1.16,shaving a rathersmall
overheadf 16%incurredby watermarkingThis overhead

is dueto thecostof computinghashvaluesneededo deter
mine the mark for individual tuples. The averageelapsed
time to watermarktherelationwas2245secondgroughly
37minutes).Thistimeincludedthecostof loggingupdates
to half thetuplesin therelation.

The secondexperimentassessethe costof detection.
We againchosethe worst caseby setting to 1 andby
choosinghe samplesizefor detectinghewatermarko be
the entirerelation. The experimentcomparedhe time re-
quiredto detect marksacross tuplesagainstthetime
requiredto simplyread tuples. The comparisoryielded
aratio of 4.38. If this costseemshigh, we shouldpoint
out that DB2 hasvery good sequentiakeadperformance
due to smartprefetching. The major componentof the
costof detections the computatiorof oneway hashfunc-
tionsneededo determinghepresencef themarkfor each
tuple. The averagedetectiontime wasonly 214 seconds
(roughly4 minutes).

Theseesultsindicatethatouralgorithmshave adequate
performanceo allow for their usein real world applica-
tions.

5.2.2 Imperceptibility

We next reportthe impact of watermarkingon the mean
andvarianceof valuesof markedattributes. This experi-
mentwasdoneby varying from 10to 10000andby vary-
ing from 1to 8. We found a minusculechangein the
meanvaluefor all the attributes. Table1 shawvs changes
in variancefor differentattributes. The valueshave been
roundedto the nearesinteger An emptyentry indicates
very little or no change.As expected,greaterchangesn
varianceoccurwhen is large and is small becausef
larger perturbationgn a greaterfractionof tuples.Overall,
the changesareinsigni cant given the amountof original
variance.Theonly signi cant changeoccurredn the Slope
attributefor . Comparedo otherattributes,
this attribute hasrelatively smallvaluesthatare perturbed
signi cantly when is large. Note thatif thesechanges
seemsigni cant, , and parametersanbeadjustedo
reducetheimpactof watermarkingon thedata.
Theseresultscan be understoocasfollows. Whenan
attribute valueis marked,thereis 1/2 probability that the
valuewill notchange A bit with valuel is corvertedto O
with probability1/4 andvice versa.Thus,anoriginal value
will remain with probability1/2 andwill become
or , eachwith probability1/4. Hence jf everyvalueof
anattributeis equallylikely to beselectedandit is aslikely
thatthevaluewill beincrementedsdecrementethenthe
meanandvariancewill notbe affectedsigni cantly.

5.2.3 Detectability in the Presenceof SubsetAttacks

This setof experimentsstudytheimpacton the detectabil-
ity of a watermarkif only a subsebf the watermarkede-
lationis availablefor detection We consideredseverallev-
els of tuple selectvity ~ which determineshe percentage
of tuplesretrieved from the relation. For eachselectvity



Attrib ute Mean | Variance [ ] | | | | | | | | |
Elevation 2959 78391 +3 +16
Aspect 155 12525 +1 +8
Slope 14 56 +1 +14
Horz-Dist-To-Hydrology 269 45177 +1 +1
Vert-Dist-To-Hydrology 46 3398 +1 +2 +11
Horz-Dist-To-Roadways | 2350 | 2431272 1 1] -2 -9 +6
Hillshade-9am 212 717 +1 +12
Hillshade-Noon 223 391 +1 +12
Hillshade-3pm 142 1465 +1 +10
Horz-Dist-To-Fire-Points | 1980 | 1753490 +1 -3 -1

Tablel1: Changen varianceintroducedoy watermarking
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Figurel2: Percentagef samplesn whichthewatermarks
couldbedetectedgap )

level, we took 100 randomsamplesandcomputedhe per
centagef samplesn whichthewatermarkcouldbefound.
The experimentswvere performedfor  valuesof 10, 100,
1000,and10000.
Figure 12 shaws the resultsfor signi cancelevel

and . We seethata watermarkcanbe detected
evenif alarge fraction of tupleshave beenomitted from
the original data. For , thewatermarkwasdetected
in 100%of the sampledor all selectvities. As expected,
when increasegi.e. lesstuplesare marked),we needa
higher percentagdor selectvity (i.e. a larger percentage
of tuplesfrom the relation)to be ableto detectthe water
mark. A slightly bigger sampleis neededfor smaller
for the samerate of successn detectingthe watermark.
However, alargereductionin thevalueof (hencegreater
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Figure13: Percentagef samplesn which the watermark
couldbedetectedvhensomeof thewatermarkedattributes
aredroppedsel )

con dencein thetest)doesnot requirea large increasen
the minimum size of the sampleneededor detectingthe
watermark.

Figure13 shaws the effect of omitting watermarkedt-
tributesfrom the databassample.We plot the resultsfor

and , andvary the numberof attributes
dropped.Notefrom Figure12 thatthewatermarkcouldbe
detectedn 100% of the sampledor . To study
theeffect of droppingmarkedattributesin isolation,there-
fore, we startedwith andtried largervalues. For
eachselectvity andthe numberof attributesdropped,we
took 100randomsamplesandcomputedhe percentagef
samplesn which the watermarkcould be detected. The
desirednumberof attributesarerandomlyselectedor in-
clusionin a sample.The gure shows thatwe could drop
4 out of 10 markedattributeswithout losing detectability
As the numberof attributesdroppedincreasesye needa
largersampleto maintaindetectability Evenwhen9 out of
10markedattributesweredroppedthewatermarkcouldbe
detectedn 99% of thetrials if the samplecontained?25%
of themarkedrelation.

Theseresultscanbe analyzedasfollows. Let usrepre-
sentby thefractionof markedattributesincludedin the
sample Sincetheprobabilityof nding amatchingmarked
bit by chanceis 1/2, we needto be ableto nd atleast7
correctmarksto detecta watermarkat signi cance level

. This numberincreasego 10 for .
Letusrepresenthisnumberby . Thatis, if asamplecon-



tains markedtuples,we candetectthe watermarkat the
desiredsigni cancelevel (assuminghewatermarkhasnot
beencorrupted).If the markedtupleswereuniformly dis-
tributedandmarkswereuniformly distributedamongsthe
candidateattributesandwe could getatruly randomsam-
ple,it will besufcient to have a sampleobtainedby using
aselectvity suchthat . In theabsence®f this
fortunatesituation,arule of thumbwill beto choose such
that .

The graphsin Figure 12 and 13 exhibit this behaior.
Considerfor instancethe caseof and
in Figurel2. Since , and ,we
needaminimum of 2.5%for 100%watermarldetection.
For smallervaluesof |, thepercentagef samplesn which
watermarkis detecteccomesdown.

Theseexperimentsshav that our watermarkdetection
algorithmis robust even when an attackerdrops someof
thetuplesor the watermarkedttributesfrom the relation.
Moreover, dependingiponthe numberof attributesomit-
tedandthe numberof tuplesdroppedwe canestimatehe
sizeof thesampleneededor detectinghewatermark.

6 Summary

Thefollowing arethe majorcontritutionsof this paper:

Identi cation of the rights managemenof relational
datathroughwatermarkingasanimportantandtech-
nically challengingproblemfor databaseesearch.

Articulation of the desirablepropertiesof a water
markingsystenfor relationaldata.

Enunciationof the variousforms of maliciousattacks
from which the watermarkinsertedn arelationmust
be protected.

First proposalof a watermarkingtechniquespeci -
cally gearedor relationaldata.

Extensve analysisandempiricalevaluationof thero-

bustnessand effectivenesf the proposedechnique
to demonstrateéhe feasibility of watermarkingreal-

life datasets.

In the future,we would like to extendthe proposedva-
termarkingtechniqueto alsomark non-numeriaattributes.
We alsoplanto addresgherelatedproblemof ngerprint-
ing[13] [19] to beabletoidentify theculpritin casesvhere
therecanbe multiple sourcef piragy.
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