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Abstract

Weenunciatetheneedfor watermarkingdatabase
relationsto detertheir piracy, identify theunique
characteristicsof relationaldatawhich posenew
challengesfor watermarking,and provide desir-
ablepropertiesof a watermarkingsystemfor re-
lationaldata.A watermarkcanbeappliedto any
databaserelationhaving attributeswhicharesuch
thatchangesin a few of their valuesdo not affect
theapplications.

We thenpresentan effective watermarkingtech-
niquegearedfor relationaldata. This technique
ensuresthatsomebit positionsof someof theat-
tributesof someof thetuplescontainspeci�c val-
ues.Thetuples,attributeswithin a tuple,bit posi-
tionsin anattribute,andspeci�c bit valuesareall
algorithmicallydeterminedunderthecontrolof a
privatekey known only to the ownerof thedata.
This bit patternconstitutesthe watermark.Only
if onehasaccessto theprivatekey canthewater-
markbedetectedwith highprobability. Detecting
thewatermarkneitherrequiresaccessto theorigi-
naldatanorthewatermark.Thewatermarkcanbe
detectedeven in a smallsubsetof a watermarked
relationaslongasthesamplecontainssomeof the
marks.

Our extensive analysisshows that the proposed
techniqueis robustagainstvariousformsof mali-
ciousattacksandupdatesto thedata.Usinganim-
plementationrunningon DB2, we alsoshow that
theperformanceof thealgorithmsallowsfor their
usein realworld applications.
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1 Intr oduction

Thepiracy of digital assetssuchassoftware,images,video,
audioandtext haslongbeena concernfor ownersof these
assets. Protectionof theseassetsis usually basedupon
the insertionof digital watermarksinto the data [6] [11]
[13]. The watermarkingsoftwareintroducessmall errors
into the objectbeingwatermarked.Theseintentionaler-
rorsarecalledmarksandall themarkstogetherconstitute
thewatermark. Themarksmustnot have a signi�cant im-
pactontheusefulnessof thedataandthey shouldbeplaced
in sucha way that a malicioususercannotdestroythem
without makingthe datalessuseful. Thus,watermarking
doesnot prevent copying,but it detersillegal copyingby
providing a meansfor establishingthe original ownership
of a redistributedcopy.

The increasinguseof databasesin applicationsbeyond
“behind-the-�rewallsdataprocessing”is creatinga similar
needfor watermarkingdatabases.For instance,in thesemi-
conductorindustry,parametricdataonsemiconductorparts
is providedprimarilyby threecompanies:Aspect,IHS,and
IC Master. They all employa large numberof peopleto
manuallyextractpartspeci�cationsfrom datasheets.They
thenlicensethesedatabasesat high pricesto designengi-
neers.Companieslike Acxiom havecompiledlargecollec-
tionsof consumerandbusinessdata.In thelife sciencesin-
dustry, theprimaryassetsof companiessuchasCeleraare
thedatabasesof biologicalinformation.TheInternetis ex-
ertingtremendouspressureon thesedataprovidersto cre-
ateservices(oftenreferredto ase-utilitiesor webservices)
that allow usersto searchandaccessdatabasesremotely.
While this trendis a boonto endusers,it is exposingthe
dataprovidersto the threatof datatheft. They arethere-
fore demandingcapabilitiesfor identifying piratedcopies
of theirdata.

We suggestthat rights managementof relationaldata
throughwatermarkingshouldbecomean importanttopic
for databaseresearch.Databaserelationsthat canbe wa-
termarkedhave attributeswhich aresuchthat changesin
a few valuesdo not affect the applications.But arethere
real-worlddatasetsthatcantoleratea smallamountof er-
ror withoutdegradingtheirusability?

ConsidertheACARSmeteorologicaldatausedin build-
ing weatherpredictionmodels[3]. The wind vectorand
temperatureaccuraciesin this data are estimatedto be



within 1.8 m/s and
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C respectively [3]. The errors
introducedby watermarkingcaneasilybe constrainedto
lie within the measurementtolerancein this data. As an-
otherexample,considerexperimentallyobtainedgeneex-
pressiondatasetsthatarebeinganalyzedusingvariousdata
miningtechniques[15]. Thenatureof someof thedatasets
andthe analysistechniquesis suchthat changesin a few
datavalueswill not affect the results. Similarly, the cus-
tomersegmentationresultsof a consumergoodscompany
will not beaffectedif the externalprovider of the supple-
mentarydataaddsor subtractssomeamountfrom a few
transactions.Laterin thepaper, we reportexperimentalre-
sultsusingaforestcoverdataset.It containsmeasurements
for variablessuchas elevation, aspect,slope,distanceto
hydrologyandroadways,soil type,etc. Small changesin
someof themeasurementsdonotaffecttheusabilityof this
data.Finally, considertheparametricdataonsemiconduc-
tor partsalludedto earlier. For many parameters,errors
introducedby watermarkingcanbemadeto lie within the
measurementtolerance.It is noteworthythatthepublishers
of booksof mathematicaltables(e.g. logarithmtablesand
astronomicalephemerides)havebeenintroducingsmaller-
rors in their tablesfor centuriesto identify piratedcopies
[13].

1.1 Do We NeedNew Watermarking Techniquesfor
Relational Data?

Thereis arichbodyof literatureonwatermarkingmultime-
dia data[6] [11] [13]. Most of thesetechniqueswereini-
tially developedfor still images[12] andlaterextendedto
video[10] andaudiosources[4] [8]. While thereis much
to learn from this literature,therearealso new technical
challengesdue to the differencesin the characteristicsof
relationalandmultimediadata.Thesedifferencesinclude:

� A multimediaobjectconsistsof alargenumberof bits,
with considerableredundancy. Thus, the watermark
hasa largecover in whichto hide.A databaserelation
consistsof tuples,eachof which representsa separate
object. Thewatermarkneedsto bespreadover these
separateobjects.

� The relative spatial/temporalpositioningof various
pieces of a multimedia object typically does not
change.Tuplesof a relationon the otherhandcon-
stitutea setandthereis no implied orderingbetween
them.

� Portionsof a multimediaobject cannotbe dropped
or replaced arbitrarily without causing perceptual
changesin the object. However, the pirate of a re-
lationcansimplydropsometuplesor substitutethem
with tuplesfrom otherrelations.

Becauseof thesedifferences,techniquesdevelopedfor
multimediadatacannotbedirectly usedfor watermarking
relations. To elaboratethis point further, let us mapa re-
lation to an imageby treatingevery attribute value as a
pixel. Unfortunately, the “image” thus de�ned will lack

many propertiesof a real image. For instance,pixels in a
neighborhoodin a realimageareusuallyhighly correlated
and this assumptionforms the basisof many techniques
suchaspredictivecodingfor decidingwatermarklocations
[9]. Several techniques�rst apply a transform(e.g. dis-
creteFourier, discretecosine,Mellin-Fourier, Wavelet) to
the image,insertthe watermarkin the transformedspace,
andtheninvert thetransform[9]. Thenoiseintroducedby
thewatermarkingsignalis thusspreadover thewholeim-
age. A directapplicationof thesetechniquesto a relation
will introduceerrorsin all of the attribute values,which
might not be acceptable.Furthermore,sucha watermark
mightnot surviveevenminorupdatesto therelation.

Watermarkingtechniquesfor text exploit the special
propertiesof formattedtext. Watermarksareoften intro-
ducedby alteringthespacingbetweenwordsandlinesof
text [17]. Sometechniquesrely on rephrasingsomesen-
tencesin the text [1]. While thesetechniquesmight be
usefulto watermarkrelationscontainingCLOBs(character
largebinaryobjects),theirapplicabilityto relationsconsist-
ing of simpledatatypesis suspect.

Techniquesfor watermarkingsoftwarehave hadlimited
success[5]. Theproblemis that theinstructionsin a com-
puterprogramcanoftenberearrangedwithoutalteringthe
semanticsof theprogram.This resequencingcanhowever
destroya watermark.Techniqueshave alsobeenproposed
to prevent copyingof software.They however requirein-
stallationof tamperresistantmodulesin users'machines,
limiting theirsuccessfuladoptionin practice.

1.2 Our Contributions

Webelievethatthewatermarkingof relationaldatahassig-
ni�cant technicalchallengesandpracticalapplicationsto
deserve seriousattentionfrom thedatabaseresearchcom-
munity. A desideratafor a systemfor watermarkingneeds
to bespeci�ed, followedby developmentof speci�c tech-
niques. Thesetechniqueswill mostcertainlyuseexisting
watermarkingprinciples. However, they will alsorequire
enhancementsto thecurrenttechniquesaswell asnew in-
novations.

We have attemptedto provide sucha desideratain this
paper. To demonstratethefeasibilityof watermarkingrela-
tional data,wealsopresentaneffective techniquethatsat-
is�es this desiderata.This techniquemarksonly numeric
attributesandassumesthat the markedattributescantol-
eratechangesin someof the values. The basicideais to
ensurethat somebit positionsfor someof the attributes
of someof the tuplescontainspeci�c values.The tuples,
attributeswithin a tuple, bit positionsin an attribute,and
speci�c bit valuesareall algorithmicallydeterminedunder
thecontrolof a privatekey known only to theownerof the
relation.Thisbit patternconstitutesthewatermark.Only if
onehasaccessto theprivatekey, canthewatermarkbede-
tectedwith high probability. Our detailedanalysisshows
that the watermarkcanwithstanda wide variety of mali-
ciousattacks.



1.3 Organization

The rest of the paperis organizedas follows. Section2
speci�esour watermarkingmodelandthe desirableprop-
ertiesof a systemfor watermarkingrelationaldatabases.
Section3 givesour algorithmsfor insertinganddetecting
watermarks. We also discussits novelty with respectto
existingwork. Section4 analyzesthepropertiesof thepro-
posedtechnique. Section5 provides implementationde-
tails andan experimentalevaluation. We concludewith a
summaryanddirectionsfor futurework in Section6.

2 Model

SayAlice is theownerof therelation � thatcontains� tu-
ples,out of whichshehasmarked	 tuples.Thefollowing
propertiesaredesirable.

Detectability Alice shouldbe able to detecther water-
mark by examining 	 tuplesfrom a suspiciousdatabase.
Clearly, if her bit pattern(watermark)is presentin all of
	 tuples,shehasgoodreasonto suspectpiracy. However,
it is reasonablefor Alice to getsuspiciousif herpatternis
presentin at least
 tuples( 
��
	 ), where 
 dependson 	

anda preselectedvalue � , calledthe signi�cancelevel of
thetest.Thevalueof 
 is sodeterminedthat theprobabil-
ity thatAlice will �nd by sheerchanceherbit patternin at
least
 tuplesout of 	 tuplesis lessthan � .

Robustness Watermarksshouldberobustagainstattacks
to erasethem.Saytheattacker, Mallory1, changes� tuples
of Alice's relation � . We say that the watermarkis safe
from erasureif the attackis not ableto destroythe marks
of at least
 tuples,where 
 dependsasabove on 	 and � .
We furtherdiscussrobustnessin Section2.1.

Incremental Updatability Having watermarked� , Al-
ice shouldbe able to update � in the future without de-
stroying the watermark. As Alice adds/deletestuplesor
modi�es thevaluesof attributesof � , thewatermarkshould
beincrementallyupdatable.That is, thewatermarkvalues
shouldonly be recomputedfor the addedor modi�ed tu-
ples.

Imperceptibility The modi�cations causedby marks
shouldnot reducetheusefulnessof thedatabase.In addi-
tion, thecommonlyusedstatisticalmeasuressuchasmean
andvarianceof thenumericalattributesshouldnot besig-
ni�cantly affected.

Blind System Watermarkdetectionshould neither re-
quiretheknowledgeof theoriginaldatabasenor thewater-
mark.Thispropertyis critical asit allowsthewatermarkto
bedetectedin a copyof thedatabaserelation,irrespective
of laterupdatesto theoriginal relation.

Key-BasedSystem Following Kerckhoffs [14], the wa-
termarkingsystemshouldassumethatthemethodusedfor
insertinga watermarkis public. Defensemustlie only in

1Thecryptographyliteraturehasconventionallygivena malepersona
to Mallory, themaliciousactiveattacker[18].

the choiceof the privatekey. The folly of “security-by-
obscurity”hasbeenshown repeatedlysincethe�rst enun-
ciationof Kerckhoffs' principlein 1883[13].

2.1 BenignUpdatesand Malicious Attacks

Sincedatabaserelationsareupdatable,themarkscontained
in a relationcanbe removedby benignupdatesaswell as
maliciousattacks.

BenignUpdates SupposeMallory hasstolenAlice'sdata
without realizing that it hasbeenwatermarked. Subse-
quently, Mallory may updatethe stolendataasheusesit.
WatermarkingshouldbesuchthatAlice doesnot loseher
watermarkin thestolendatain spiteof Mallory'supdates.

Malicious Attacks Mallory may know that the datahe
hasstolencontainsa watermark,but he may try to erase
thewatermarkor try othermeansfor claimingfalseowner-
ship. ThewatermarkingsystemshouldprotectAlice from
variousformsof Mallory'smaliciousattacks:

Bit Attacks Thesimplestmaliciousattackattemptsto de-
stroythewatermarkby updatingsomebits. Clearly, if Mal-
lory canchangeall the bits, hecaneasilydestroythewa-
termark. However, he hasalsomadehis datacompletely
useless. The effectivenessof an attackshould therefore
considerthe relationshipbetweenthe numberof bits that
Mallory andAlice change,sinceeachchangecanbecon-
sideredanerror. Having moreerrorsclearlymakesthedata
lessuseful.

A randomizationattackassignsrandomvaluesto some
numberof bit positions. A zero out attacksetsvaluesof
somenumberof bit positionsto zero.A bit �ipping attack
inverts the valuesof somenumberof bit positions. Note
thatbenignupdatescanalsobemodeledasarandomization
attack.

RoundingAttack Mallory maytry to losethemarkscon-
tainedin a numericattributeby roundingall the valuesof
the attribute. This attackis not any betterthanthe bit at-
tacksdiscussedabove. Mallory hasto correctlyguesshow
many bit positionsareinvolvedin thewatermarking.If he
underestimatesit, hisattackmaynotsucceed.If heoveres-
timatesit, hehasdegradedthequalityof hisdatamorethan
necessary. Evenif hisguessis correct,hisdatawill not be
competitiveagainstAlice'sdatabecausehisdatavaluesare
lessprecise.

A relatedattackwill beonein which the numericval-
uesareuniformly translated.For example,Mallory may
translateusingunits of measurement(e.g., imperial units
to metricunits). Alice simply needsto convert the values
backto theoriginalsystemin orderto recoverthemarks.In
general,Mallory canapplyarbitrarytranslationstonumeric
values.In thiscase,Mallory wouldalsoneedto inform po-
tentialusersof theconversionusedwhichcouldalsobeap-
pliedby Alice beforedetectingherwatermark.Theunnec-
essaryconversionwouldalsoraisesuspicionamongusers.

SubsetAttack Mallory may takea subsetof the tuples
or attributesof a watermarkedrelation andhopethat the



� Numberof tuplesin therelation
� Numberof attributesin therelation

availablefor marking
�

Numberof leastsigni�cant bits
availablefor markingin anattribute

�����

Fractionof tuplesmarked
� Numberof tuplesmarked

� Signi�cancelevel of thetest
for detectinga watermark

� Minimum numberof correctlymarked
tuplesneededfor detection

Figure1: Notation

watermarkis lost.

Mix and Match Attack Mallory may createhis relation
by takingdisjoint tuplesfrom multiplerelationscontaining
similar information.

AdditiveAttack Mallory may simply addhis watermark
to Alice'swatermarkedrelationandclaimownership.

Invertibility Attack Mallory maylaunchaninvertibility at-
tack[7] to claimownershipif hecansuccessfullydiscover
a �ctitious watermark.Mallory's claimedwatermarkis in
facta randomoccurrence.

3 Algorithms

We now presenta techniquefor watermarkingdatabasere-
lations and show that it satis�es the desiderataoutlined
above. This techniquemarksonly numericattributesand
assumesthat the marked attributes are such that small
changesin someof their valuesare acceptableand non-
obvious. All of the numericattributesof a relationneed
not bemarked.Thedataowneris responsiblefor deciding
whichattributesaresuitablefor marking.

We are watermarkinga databaserelation � whose
schemeis �����! #"%$& �'�'�'( #"*),+.-0/ , where � is the primary
key attribute.(Section3.5givesextensionsfor watermark-
ing a relationthat doesnot have a primary key attribute.)
For simplicity, assumethat all � attributes "

$
 �'�'�'1 #"

),+.-

arecandidatesfor marking.They areall numericattributes
andtheir valuesaresuchthatchangesin

�

leastsigni�cant
bits for all of themareimperceptible.2

Gap
�

is acontrolparameterthatdeterminesthenumber
of tuplesmarked, �324�

���

. One can often trade-off
�

against
�

that determinestheextent of error introducedin
an attribute's values. If less tuplesare marked,it might
be possibleto introducegreaterchangesin the valuesof
markedattributes.

We denoteby 5,' "!6 the value of attribute "!6 in tuple
5879� . Figure1 summarizestheimportantparametersused
in our algorithms.Thesealgorithmsmakeuseof message
authenticatedcodesthatwebrie�y review next.

2It is notnecessaryto useconsecutive : leastsigni�cant bits for mark-
ing. For instance,we maynot usethosebit positionsin which thedistri-
bution of bit valuesis skewed[16]. We omit this detail.

// Theprivatekey ; is known only to theownerof thedatabase.
// Theparameters< , = , and : arealsoprivateto theowner.

1) foreachtuple >@?BA do
2) if (CEDF>HG IKJ mod < equals0) then // markthis tuple
3) attribute index L = CEDM>HG INJ mod = // markattribute O.P

4) bit index Q = C*DM>HG INJ mod : // mark Q0RTS bit
5) >HG O.P = mark(>HG IVUW>HG O.P#UWQ )

6) mark(primarykey XZY , number[ , bit index Q ) return number

7) �rst hash= \ ( ;^]�X&Y )

8) if (�rst hashis even)then
9) setthe Q

RTS

leastsigni�cant bit of [ to 0
10) else
11) setthe Q0RTS leastsigni�cant bit of [ to 1

12) return [

Figure2: WatermarkInsertionAlgorithm

3.1 MessageAuthenticatedCode

A one-wayhashfunction _ operateson aninput message
`

of arbitrarylengthandreturnsa �x edlengthhashvalue
a

, i.e.,
a4b

_c�

`

/ . It hasthe additionalcharacteristics
that i) given

`

, it is easyto compute
a

, ii) given
a

, it is
hardto compute

`

suchthat _c�

`

/

bda

, andiii) given
`

,
it is hardto �nd anothermessage

`fe

suchthat _c�

`

/

b

_c�

`ge

/ . Severalone-wayfunctionshave beendescribedin
[18]. MD5 andSHA aretwo goodchoicesfor _ .

A messageauthenticatedcode(MAC) is aone-wayhash
functionthatdependson a key. Let h bea MAC thatran-
domizesthevaluesof theprimarykey attribute 5,'i� of tuple

5 andreturnsanintegervaluein awide range.h is seeded
with a privatekey j known only to theowner. We usethe
following MAC, consideredto besecure[18]:

hk�l5,'i�8/ = _c�ljnmo_c�lj4m@5,'i�8/#/

wherem representsconcatenation.

3.2 Watermark Insertion

Figure2 givesthewatermarkinsertionalgorithm3. Line 2
determinesif thetupleunderconsiderationwill bemarked.
Becauseof the useof MAC, only the owner who hasthe
knowledgeof theprivatekey j caneasilydeterminewhich
tupleshave beenmarked. For a selectedtuple, line 3 de-
terminesthe attribute that will be markedamongstthe �

candidateattributes. For a selectedattribute, line 4 deter-
minesthe bit positionamongst

�

leastsigni�cant bits that
will be marked. Again, the resultsof the testsin lines 3
and4 dependon theprivatekey of theowner. For erasing
a watermark,therefore,theattackerwill have to guessnot
only thetuples,but alsothemarkedattributewithin a tuple
aswell asthebit position.

The mark subroutinesets the selectedbit to 0 or 1
dependingon the hashvalue obtainedin line 7. Thus,

3Thealgorithmis written in a form that simpli�es exposition,rather
thanin themostcomputationallyef�cient form.



// p , q , r , and s havethesamevaluesusedfor watermarkinsertion.
// t is thetestsigni�cancelevel thatthedetectorpreselects.

1) totalcount= matchcount= 0

2) foreachtuple uwv%x do
3) if (y*z{u}| ~K• mod q equals0) then // this tuplewasmarked
4) attribute index € = yEzTu1| ~N• mod r // attribute •.‚ wasmarked
5) bit index ƒ = yEzTu1| ~N• mod s // ƒ0„T… bit wasmarked
6) totalcount= totalcount+ 1
7) matchcount= matchcount+ match(u1| ~ , u1| •.‚ , ƒ )

8) † = threshold(totalcount,t ) // seeSection4.2
9) if (matchcount‡8† ) then suspectpiracy

10) match(primarykey ˆ&‰ , numberŠ , bit index ƒ ) return int

11) �rst hash= ‹ ( p^Œ•ˆ&‰ )

12) if (�rst hashis even)then
13) return1 if the ƒ

„T…

leastsigni�cant bit of Š is 0 elsereturn0
14) else
15) return1 if the ƒ0„T… leastsigni�cant bit of Š is 1 elsereturn0

Figure3: WatermarkDetectionAlgorithm

the result of line 9 (line 11) either leaves the attribute
value unchangedor decrements(increments)it. Conse-
quently, markingdecrementssomeof the valuesof anat-
tribute while it incrementssomeothersand leaves some
unchanged.

Databasesusuallyallow attributesto assumenull val-
ues.If a null attributevalueis encounteredwhile marking
a tuple,wedonotapplythemarkto thenull value,leaving
it unchanged.

3.3 Watermark Detection

AssumeAlice suspectsthat the relation Ž publishedby
Mallory hasbeenpiratedfrom her relation • . The setof
tuplesand attributesin Ž can be a subsetof • . We as-
sumethatMallory doesnot droptheprimarykey attribute
or changethevalueof primarykeys sincetheprimarykey
containsvaluableinformationandchangingit will render
thedatabaselessusefulfrom theuser'spointof view4.

Thewatermarkdetectionalgorithm,shown in Figure3,
is probabilisticin nature. Line 3 determinesif the tuple

• underconsiderationmusthave beenmarkedat the time
of insertingthe watermark. Lines 4 and5 determinethe
attributeandthe bit positionthat musthave beenmarked.
Thesubroutinematchthencomparesthecurrentbit value
with the valuethat musthave beenset for that bit by the
watermarkingalgorithm.

We thusknow at Line 8 how many tuplesweretested
(totalcount)andhow many of them containthe expected
bit value(matchcount).In a probabilisticframework, only

4If this assumptiondoesnot hold, usethe techniquein Section3.5.
If Mallory tries to makebenignchangesto the primary key valuesby
transformingtheminto semanticallyequivalentvalues(e.g.,uniformally
changepart numberssuchasCY7C225Ainto CY-7C-225A),Alice can
detecther watermarkby �rst invertingthe transformedprimary key val-
ues.

acertainminimumnumberof tupleshavetocontainmatch-
ing markedbits. The matchcountis comparedwith the
minimumcountreturnedby the thresholdfunctionfor the
testto succeedat the chosenlevel of signi�cance ‘ . The
thresholdfunctionis describedin Section4.2.

Figure3 assumesfor simplicity that all the candidate
attributes ’%“•”�–�–�–0”(’E—•˜š™ werepresentin Ž . If Alice �nds
a tuple • in which shemusthave markedthe attribute ’*›

(line 4) but Mallory hasomitted ’ › , shesimply ignores
the tuple. Similarly, if a tuple is foundwhoseattribute ’B›

shouldhave beenmarked,but ’E› hasanull value,thetuple
is ignored. I.e., The valuesof matchcountandtotalcount
areunaffected.

3.4 Remarks

Data Formats We rely on Java to handleissuesrelated
to dataformatsfor numerictypes.Java prescribesspeci�c
sizesfor numerictypes,which aremachineindependent.
JVM also hidesthe complexities arising out of different
byte orderingsusedon differentmachinesfor storingnu-
meric data. Note that we mark the mantissaof a �oating
pointnumberanddecimalnumbersaremarkedasintegers
ignoringscale.

IncrementalUpdatability Whethera tupleis markedor
not dependson its primarykey attribute. Thusa tuplecan
be insertedwithout examining the markingsof any other
tuple. Similarly, a tuple can be simply deleted. When
updatingthe primary key attribute of a tuple, we recom-
pute its markingbeforestoringthe tuple in the database.
Whenupdatinga non-primarykey attribute,nothingneeds
to be doneif the algorithmhasnot selectedthis attribute
for marking. On theotherhand,if theattributeis a candi-
datefor marking,themarkis appliedto theattribute'svalue
beforestoringit in thedatabase.

Blind Watermarking Thedetectionalgorithmis blind. It
simplyextractsœ bitsof informationfromthedata,without
requiringaccessto theoriginaldataor watermarkto arrive
at its decision.Blind watermarkingis critical for database
relationssincerelationsarefrequentlyupdated.Eachver-
sionof therelationwould needto bekeptif theoriginal is
requiredfor detectinga watermark.

3.5 RelationsWithout Primary Keys

Thewatermarkingtechniquedescribedabove is predicated
on theexistenceof a primarykey in therelationbeingwa-
termarked.Primarykeys arisenaturallyin real-life situa-
tionsandweexpectthemajorityof relationsthatsomeone
would be interestedin watermarkingwill have a primary
key. We discussnext how to extendour techniqueif this
assumptiondoesnothold.

Assume�rst that therelation • consistsof a singlenu-
mericattribute ’ . Partition thebits of theattribute ’ into
two groups.• bitsof thevaluež,– ’ areusedasthe“primary
key substitute”of the tuple ž andthe remainingŸ bits are
usedfor marking. We cannow usethe schemedescribed



earlier. This constructionwill work only if  ,¡ ¢ doesnot
have many duplicates. Too many duplicatesin £ bits of

 ,¡ ¢ valueswill result in many identical markswhich an
attackercanexploit.

If therelationhasmorethanoneattribute,oneof them
canbeusedasthesubstituteandtheremainderfor marking.
Choosetheattributethathasminimumduplicatesto serve
asthe substitute.Thesubstitutecanalsobespreadacross
morethanoneattributeto reduceduplicates.Thedrawback
is thatif oneof theseattributesis omittedby Mallory, Alice
will notbeableto detectthewatermark.

3.6 RelatedWork

Dugley andRoche[9] classifythe varioustechniquesfor
watermarkingimagesalongthe following dimensions:i)
themethodfor selectingpixelswherethewatermarkmes-
sagewill be hidden; ii) the choiceof workspaceto per-
form the hiding operation;iii) the strategy for formatting
themessage;iv) themethodfor merging themessageand
cover; andv) theoperationneededfor extractingthemes-
sage. Accordingto this framework, our techniqueusesa
privatekey andtheprimarykey to selectthebit positions.
We do thehiding in the original space.We do not have a
�x edmessage;thebit patternthatconstitutesthemessage
is dynamicallyand algorithmicallycomputed(and incre-
mentallyupdated).The merging operationis a bit opera-
tion, drivenby a truth tablede�ned by themarksubroutine
of the insertionalgorithm. Theextractionoperationis the
dualof themergeoperation.

Theclosestto our techniquein theDugley-Rochespace
of imagewatermarkingtechniquesis the patchworkalgo-
rithm [2]. This algorithmchoosesrandompairsof points
( ¤&¥H¦1§(¥ ) of an imagein the spectraldomain,andincreases
the brightnessat ¤,¥ by 1 unit while correspondinglyde-
creasingthebrightnessat §1¥ . Randomchangesto relational
datacan potentially introducelarge errors. It is alsonot
clearhow to handleincrementalupdatesandhow to protect
thewatermarkfrom variousformsof attacksif onewereto
applythepatchworkalgorithmto relationaldata.

Anothercloselyrelatedwork is the techniqueproposed
in [1] for watermarkinga sequenceof numbers.Thebasic
idea is to modify the numbers,interpretedas integers,to
forcethemto bequadraticresiduesor nonresiduesmodulo
a secretprime,accordingto theparity of thenext bit of a
user-provided message.The watermarkis repeatedmany
timesthroughoutthedata.Theadvantageof our technique
is thatwe do not requiredatato beorderedandhenceour
techniqueis robust in thepresenceof updates.We alsodo
not have a �x edmessagethat is encryptedandrepeatedin
thedata.

4 Analysis

Wenow analyzethepropertiesof theproposedwatermark-
ing technique.

4.1 Cumulative Binomial Probability

Repeatedindependenttrails are called Bernoulli trials if
there are only two possibleoutcomesfor eachtrial and
their probabilitiesremainthe samethroughoutthe trials.
Let §�¨�©«ª#¬N¦®­°¯ betheprobabilitythat ¬ Bernoulli trialswith
probabilities­ for successand ±8²´³!µ¶­ for failure result
in © successesand ¬kµ·© failures.Then
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Denotethenumberof successesin ¬ trials by Æ

¼

. The
probability of having at least © successesin ¬ trials, the
cumulativebinomialprobability, canbewrittenas

Ç8È

Æ

¼^É

©ÁÊË²

¼

Ì

¥lÍ

»

§Î¨lÏ1ª#¬N¦®­°¯ (3)

For brevity, de�neÐ
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¥lÍ

»

§�¨lÏ1ª(¬N¦l­Ñ¯ (4)

4.2 Probabilistic Framework

Wecannow specifythethresholdsubroutineusedin Line8
of Figure3. Supposetotalcount= Ô whenAlice runsthe
detectionalgorithm.That is, Alice looksat Ô bits andob-
serves the numberof bits whosevaluesmatchthoseas-
signedby the markingalgorithm. The probability that at
leastÕ outof Ô ramdombits– eachbit equalto 0 or 1 with
equalprobability, independentof the otherbits – matches
the assignedvalue is

Ð

¨lÕšªÖÔE¦�³�×,Ø•¯ . In other words, the
probability that at least Õ bits matchby sheerchanceis

Ð

¨®ÕšªÙÔE¦�³�×•Ø,¯ . Therefore,thesubroutine

subroutine threshold(Ô , Ú ) return count

returnsminimum Õ suchthat

Ð

¨®ÕšªÙÔE¦�³�×•Ø,¯oÛÜÚ .
The signi�cancelevel Ú determineshow amenablethe

systemis to falsehits. That is, Ú is the probability that
Alice will discover her watermarkin a databaserelation
not markedby her. By choosinglower valuesof Ú , Alice
canincreasehercon�dencethat if thedetectionalgorithm
�nds herwatermarkin a suspectedrelation,it probablyis a
piratedcopy.

4.3 Detectability

We seefrom Section4.2 that the detectabilityof a water-
markdependsonthesigni�cancelevel Ú andthenumberof
markedtuplesÔ . Thelatterin turn dependson thenumber
of tuplesin therelation Ý andthegapparameterÞ .

Watermark Detection Figure4 plots the proportionof
markedtuplesthatmusthave thecorrectwatermarkvalue
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Figure5: Proportionof correctlymarkedtuplesneededfor
decreasingß (alphaã

ß )

for successfuldetection(i.e., ä°å�æ ). We have plottedthe
resultsfor relationsof differentsizes,assumingß = 0.01.
TheX-axisvariesthepercentageof tuplesmarked(i.e. the
fraction ç�å�è expressedaspercentage).Thepercentageof
tuplesmarked0.01%,0.1%,1.0%,and10%correspondto
the è valuesof 10000,1000,100,and10 respectively.

The �gure shows that the requiredproportionof cor-
rectlymarkedtuplesdecreasesasthepercentageof marked
tuples increases. This proportion also decreasesas the
numberof tuplesin the relationincreases.We, of course,
needmorethan50%of thecorrectlymarkedtuplesto dif-
ferentiatea watermarkfrom a chanceoccurrence,but with
anappropriatechoiceof è , thispercentagecanbemadeless
than51%. This �gure alsoshows that for larger relations,
we canmark a smallerpercentageof the total numberof
tuplesandyetmaintainthedetectabilityof thewatermark.

In Figure5, we have plottedtherequiredproportionof
correctlymarkedtuplesfor variousvaluesof ß . The re-
sultsareshown for a 1 million tuplerelation. Clearly, we
needto proportionately�nd a larger numberof correctly
markedtuplesas the valueof ß decreases.More impor-
tantly though,even for very low valuesof ß , it is possible
to detectthewatermark.Even for è·é´ç�ê,ê,ê•ê wherethere
are only 100 markedtuplesout of 1 million tuples, it is

â
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Figure6: Probabilityof recoveringby chanceä tupleshav-
ing thecorrectwatermarkvalueoutof æ tuples(gap ãëè )

possibleto detectthewatermarkif 82%of themarkshave
the correctvaluefor ß aslow as ç,ìiê,í*îgç�ê . For èÜéïç�ê ,
lessthan52%of themarkedtuplesarerequiredto havethe
correctmarkfor all ß values.

FalseHits Figure6 illustratestherobustnessof thesys-
tem againstfalse hits. The graphhasbeenplotted for a
1 million tuplerelationandfor differentvaluesof thegap
parameterè . We have variedon the X-axis the ratio of
markedtuples ä having the correct watermarkvalue to
the total numberof markedtuples æ . The Y-axis shows

ðòñ

äšóÙæEô�ç�å•õ,ö , which is theprobabilityof falsely �nding at
least ä tupleshaving thecorrectwatermarkvalueout of æ

tuples.
The graphshows that thereis a sharpdecreasein the

probabilitythat,by chancealone,morethan50%of thetu-
pleswill have a correctmark. For è·é´ç�ê , theprobability
that51%or moreof themarkedtupleshave acorrectmark
by chanceis 1.29e-10.Even for a very large èÜé÷ç�ê•ê,ê•ê ,
theprobabilitythat80%or moreof themarkedtupleshave
acorrectmarkby chanceis only 5.58e-10.Thus,by choos-
ing appropriatevaluesfor è and ß , falsehits canbemade
highly improbable.

4.4 Robustness

We now analyzetherobustnessof our watermarkingtech-
niqueagainstvariousformsof maliciousattacks.Alice has
markedæ

ñ�ø

â

åÎèùö tuples.For detectingherwatermark,she
usesthe signi�cance level of ß that determinesthe mini-
mumnumberof tuplesä out of æ thatmusthave hermark
intact.

4.4.1 Bit-Flipping Attack

In this form of attack,Mallory tries to destroyAlice's wa-
termarkby �ipping thevalueatthebit positionsheguesses
have beenmarked.Theanalysisandresultsaresimilar for
thezero-outandrandomizationattacks.

AssumethatMallory magicallyknowsthevaluesof the
à and á parametersusedby Alice. The valueof á is as-
sumedto bethesamefor all of à attributes.SinceMallory
doesnot know which bit positionshave beenmarked,he
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ÿ )

randomlychooses� tuplesout of ú tuples. For every se-
lectedtuple,he �ips all of thebits in all of ü bit positions
in all of û attributes.To besuccessful,heshouldbeableto
�ip at least �

�������	��

� marks.
Theprobabilitythatthisattackwill succeedcanbeesti-

matedas

�

� �

���

�

�

� ���

�

ú����

�

�

���

�

ú

�

�

(5)

Essentially, Mallory is samplingwithout replacement� tu-
plesout of ú potentiallymarkedtuples,hopingthatat least

�

� tuplesoutof � markedtupleswill show upin hissample.

Probability of Success Figure7 shows the probability
of successof the above attackon a 1 million tuple rela-
tion with ý set to 0.01. We have assumedthat Alice has
markedonly the leastsigni�cant bit of one attribute and
this informationis somehow known to Mallory. We have
variedon theX-axis thepercentageof tupleschanged.For
ÿ

��������� �!� , if Mallory changes40%of thetuples,hehas
64%chanceof destroyingthe watermark.For ÿ

�"�#�!�!� ,
he hasto change46% of the tuplesto get 44% chanceof
success.His chanceof successis only 11%if hechanges
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Figure9: Probabilityof a successfulattackwhen(lsb þëü )
is underestimatedby 1

48%of thetupleswhen ÿ

�$�#�!� . Anything lessthanclose
to 50%doesnot destroythewatermarkfor ÿ

�%�#� . Note
that it is not in Mallory's interestto �ip morethan50%of
themarkedbits. For in thatcase,Alice candetectthewa-
termarkby re�ipping theappropriatebits andapplyingthe
detectionalgorithmon thetransformeddata.

Figure8 shows theexcesserror introducedby Mallory
in destroyinga watermark,expressedastheratioof theto-
tal numberof tuplesattackedto thenumberof markedtu-
ples.Whenÿ

�&���!� �!� , Mallory hasto changenearly5000
timesthenumberof tuplesthatweremarkedto destroythe
watermark.Thus,Mallory'sdatawill containmorethan3
ordersof magnitudeof errorthanAlice'sversion.Thisratio
becomesroughly500,50,and5 respectively for ÿ = 1000,
100,and10. Thus,Alice canchooseavalueof ÿ depending
uponhow tolerantthedatais to errorsandforceMallory to
commitmuchlargererrors(andhencemakeMallory'sdata
lessdesirable).

Figure8alsosaysthatif Mallory wererestrictedto mak-
ing at mostasmany changesto thedataasAlice, hecould
nothavedestroyedAlice'swatermark.Hence,if thedatais
suchthatthereis alimit to thenumberof changesit cantol-
eratewithout renderingit uselessandAlice introducesthe
maximumpossiblenumberof changes,Mallory will notbe
ableto remove thewatermark.

Varying ü Now considerthecasewhereAlice marksone
of ü('

� leastsigni�cant bits, but only in oneattribute.
First assumeMallory somehow knows the exact valueof
ü . However, Mallory will not know which bit positionhas
beenmarkedin aspeci�c tuple.Having decidedonatuple,
he will thereforehave to �ip all of ü leastsigni�cant bits
of the attribute in orderto destroya mark. If we plot the
probabilityof a successfulattackagainstthepercentageof
tupleschangedunderthisscenario,wegetagraphidentical
to Figure7. Thedifferenceis thatMallory hasü timesex-
cesserror. Mallory hasto changeü bits in anattributevalue
whereasAlice continuesto changeonly onebit. A larger
valueof ü alsoleadsto largererrorsin Mallory'sdata.

Supposenow thatMallory doesnotknow theexactvalue
of ü usedby Alice. Figure9 shows what happenswhen
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Figure 10: Minimum fraction of tuplesfrom the water-
markedrelationneededfor detectability

Mallory underestimatesthe valueof * by just 1 bit. We
take, = 1 million, - = 1000,)�.$/ , and +

.(0�1203/ , andplot
theprobabilityof a successfulattackfor differentvaluesof
* andthepercentageof tupleschanged.ContrastFigure9
with Figure7 for thecasewhence-

.$/#0!0!0 . Comparedto
Figure7, plotsshift to theright showing a reductionin the
probabilityof asuccessfulattack.In fact,Figure9 contains
no valuesfor *

.54 and 6 . This is becausetheprobability
of successhasbecomevery small(lessthan0.0001).

In reality, it is hardfor Mallory to guesstheexactvalue
of * usedby Alice. If heoverestimatesthevalue,heendsup
introducinglargeerrors;if heunderestimatesit, hischances
of successarereduced.Thus,Alice caneffectively usethe
* parameterto foil Mallory.

Varying ) Alice hastheadditional�e xibility of marking
any oneof the ) attributes.Mallory, unfortunately, hasto
changethevaluesof all of ) attributesin atuple.Theanal-
ysisof having ) attributesto markis identicalto having )

leastsigni�cant bits to mark. Clearly, Alice shoulduseall
theattributesshecanmarkwithoutaffectingthequalityof
datasigni�cantly.

4.4.2 Mix-and-Match Attack

In the mix-and-matchattack,Mallory takes 7 fraction of
tuplesfrom Alice's relation 8 andmixesthemwith tuples
from othersourcesto createhis relation 9 of thesamesize
as 8 . Wegiveasimpleaveragecaseanalysisfor thisattack.
For Alice to beableto detectherwatermarkin 9 , weneed

7

,

-;:

/

6=<

/?>

7A@

,

-CBED

(6)

The secondterm on the left handside of the inequality
arisesbecausethedetectionalgorithm,whenappliedto an
unmarkedrelation,canexpectto �nd matchingbits in half
of thetuples.Thevalueof

D

dependson , , - , and + .
Figure10givestheminimumvalueof 7 for whichAlice

canstill detectthewatermarkfor variousvaluesof , and -

(expressedasthe percentageof tuplesmarked). We have
taken + to be0.01and )�.

*

.%/ andextracted
D

values
from Figure4. We seethatif Alice hadmarked10%of the

tuples,shecandetecther watermarkeven whenMallory
pirateslessthan2.5% of tuplesfrom her 100,000tuples
relation. The fractionof tuplesMallory canpirateandyet
avoid detectioncomesdown rapidly asthe sizeof Alice's
relationincreases.

4.4.3 Additive Attack

In the additive attack, Mallory simply insertshis water-
mark in Alice's data. The original ownershipclaim can
beresolvedby locatingtheoverlappingregionsof thetwo
watermarksin which the bit valuesof the markscon�ict
and determiningwhich owner's markswin. The winner
musthave overwrittentheloser'sbitsandhencemusthave
insertedthe watermarklater. Dependinguponthe signi�-
cancelevel chosenfor the test,it is possiblenot to reacha
decisionif only a few markscollide. Clearlyhaving more
markedtuples(i.e. smallervalueof - ) increasescollisions
andhencethechanceof reachinga decision.

4.4.4 Invertibility Attack

Counterfeitwatermarksareusedto claim ownershipin an
invertibility attack[7]. This attacktranslatesinto Mallory
being able to �nd a key that yields a satisfactorywater-
markfor somevalueof + . Thekey discoveredby Mallory
neednot matchthekey usedby Alice in insertingherwa-
termark. For high valuesof + , Mallory canstumbleupon
sucha key by repeatedlytrying differentkey values.This
attackis thwartedby usinglow valuesof + (e.g.,1.0e-10),
renderingnegligible theprobabilityof accidentally�nding
a goodkey.

4.5 DesignTrade-Offs

Ourwatermarkingtechniquehasfour importanttunablepa-
rameters:i) + , thetestsigni�cancelevel, ii) - , thegappa-
rameterthatdeterminesthefractionof tuplesmarked,iii) ) ,
thenumberof attributesin therelationavailablefor mark-
ing, and iv) * , the numberof leastsigni�cant bits avail-
ablefor marking. Basedon the analysispresentedin this
section,we have summarizedin Figure11 the important
trade-offs whenselectingthevaluesfor theseparameters.

F

+

F

falsehits G missedwatermarks
F

- G robustness G dataerrors
G

)

G robustness
GH* G robustness G dataerrors

Figure11: DesignTrade-Offs

5 Implementation and Experiments
We next provide someimplementationnotesand experi-
mentalresultsobtainedusinga real-lifedataset.

5.1 Implementation

We describeanimplementationin which watermarkinser-
tion aswell asdetectionareimplementedasdatabaseclient



programsusingSQL-92level capabilities.We assumefor
simplicity thattheprimarykey of therelation I consistsof
asingleattribute J andonly oneattribute K is availablefor
watermarking.

A watermarkis insertedby �rst retrieving tuplesof I ,
with attributes JMLNK speci�ed in theselectlist. Theselect
statementcontainstheadditionalclause“for updateof K ”
that lets the databaseengineknow that theselectedtuples
of I will beupdated.For eachtuple O thusfetched,if the
watermarkingalgorithmdeterminesthatachangeis needed
in thevalueof O!P K , anupdatestatementis issuedto mark

O!P K . Theupdatestatementhasa “currentof cursor”clause
that lets thedatabaseengineknow that the tupleto beup-
datedis O .

Watermarkdetectionis performedusinga selectstate-
mentto fetchthetuplesof thesuspiciousdatabaserelation

Q

, specifyingtheattributesJRLSK in theselectlist. Appropri-
atecountsfor totalcountandmatchcountareincremented
for every resulttuple. Finally, if theprobabilityof �nding
matchcountmarksin totalcounttuplesis within thesignif-
icancelevel, thewatermarkhasbeendetected.

5.2 Experimental Results

We now report some experimentalresults that comple-
ment the analysispresentedin Section4. Experiments
wereperformedusingtheForestCoverTypedataset,avail-
ablefromtheUniversityof California–IrvineKDD Archive
(kdd.ics.uci.edu/databases/covertype/covertype.html).The
datasethas 581,012rows, eachwith 61 attributes. We
addedan extra attribute called id to serve as the primary
key. Wechosethe�rst teninteger-valuedattributesascan-
didatesfor watermarking.

We ran experimentson DB2 UDB Version 7 using
JDBCconnectivity on a Windows NT Version4.00work-
stationwith a400MHzIntelprocessor, 128MB of memory,
anda 10GB diskdrive. We usedthedefaultDB2 settings,
except for the log �le andthe lock list. It wasnecessary
to modify thesesettingsbecausesomeof our experiments
wereupdateintensive. The log �le sizewassetto 20 MB
andthelock list to 2 MB.

5.2.1 Watermarking Overhead

Werantwo experimentsto assessthecomputationalcostof
watermarkinganddetection.Performancewasmeasuredin
elapsedtime. Eachexperimentwasrepeated30 timesand
theoverheadratioswerecomputedfrom thesummationof
individualtrials.

The�rst experimentevaluatedthecostof insertingawa-
termark.We tried theworstcaseby settingT to 1. In this
case,the watermarkingalgorithm will read U tuplesand
�nd thatevery tuplerequiresmarking. However, on aver-
age,half the tupleswill alreadyhave thecorrectvaluefor
themark.Therefore,weexpectthatwatermarkingwill up-
dateonly UWV X tuples. We comparetheselatenciesto the
time requiredto read U tuplesandupdateU3V!X tuples.The
comparisonyieldeda ratio of 1.16,showing a rathersmall
overheadof 16%incurredby watermarking.Thisoverhead

is dueto thecostof computinghashvaluesneededto deter-
mine the mark for individual tuples. The averageelapsed
time to watermarktherelationwas2245seconds(roughly
37minutes).Thistimeincludedthecostof loggingupdates
to half thetuplesin therelation.

The secondexperimentassessedthe costof detection.
We againchosethe worst caseby setting T to 1 andby
choosingthesamplesizefor detectingthewatermarkto be
theentirerelation. Theexperimentcomparedthe time re-
quired to detect U marksacrossU tuplesagainstthe time
requiredto simply read U tuples. Thecomparisonyielded
a ratio of 4.38. If this costseemshigh, we shouldpoint
out that DB2 hasvery goodsequentialreadperformance
due to smartprefetching. The major componentof the
costof detectionis thecomputationof onewayhashfunc-
tionsneededto determinethepresenceof themarkfor each
tuple. The averagedetectiontime wasonly 214 seconds
(roughly4 minutes).

Theseresultsindicatethatouralgorithmshaveadequate
performanceto allow for their usein real world applica-
tions.

5.2.2 Imperceptibility

We next report the impact of watermarkingon the mean
andvarianceof valuesof markedattributes. This experi-
mentwasdoneby varying T from 10to 10000andby vary-
ing Y from 1 to 8. We found a minusculechangein the
meanvaluefor all the attributes. Table1 shows changes
in variancefor differentattributes. The valueshave been
roundedto the nearestinteger. An emptyentry indicates
very little or no change.As expected,greaterchangesin
varianceoccurwhen Y is large and T is small becauseof
largerperturbationsin a greaterfractionof tuples.Overall,
the changesareinsigni�cant given theamountof original
variance.Theonly signi�cant changeoccurredin theSlope
attributefor Y[Z]\�L^T�Z`_�a . Comparedto otherattributes,
this attributehasrelatively smallvaluesthatareperturbed
signi�cantly when Y is large. Note that if thesechanges
seemsigni�cant, b , Y and T parameterscanbeadjustedto
reducetheimpactof watermarkingon thedata.

Theseresultscanbe understoodasfollows. Whenan
attribute valueis marked,thereis 1/2 probability that the
valuewill not change.A bit with value1 is convertedto 0
with probability1/4andviceversa.Thus,anoriginalvalue

c will remainc with probability1/2andwill becomecedgf

or c?h[f , eachwith probability1/4. Hence,if everyvalueof
anattributeis equallylikely to beselectedandit is aslikely
thatthevaluewill beincrementedasdecrementedthenthe
meanandvariancewill notbeaffectedsigni�cantly.

5.2.3 Detectability in the Presenceof SubsetAttacks

This setof experimentsstudytheimpacton thedetectabil-
ity of a watermarkif only a subsetof thewatermarkedre-
lationis availablefor detection.Weconsideredseverallev-
elsof tupleselectivity i which determinesthepercentage
of tuplesretrieved from the relation. For eachselectivity
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Attrib ute Mean Variance r

knm s t m s t m s t m s t

Elevation 2959 78391 +3 +16
Aspect 155 12525 +1 +8
Slope 14 56 +1 +14
Horz-Dist-To-Hydrology 269 45177 +1 +1
Vert-Dist-To-Hydrology 46 3398 +1 +2 +11
Horz-Dist-To-Roadways 2350 2431272 -1 -1 -2 -9 +6
Hillshade-9am 212 717 +1 +12
Hillshade-Noon 223 391 +1 +12
Hillshade-3pm 142 1465 +1 +10
Horz-Dist-To-Fire-Points 1980 1753490 +1 -3 -1

Table1: Changein varianceintroducedby watermarking
u = 581012,v = 10, w = 1, x = 0.01
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Figure12: Percentageof samplesin which thewatermarks
couldbedetected(gap y{z )

level, we took 100randomsamplesandcomputedtheper-
centageof samplesin whichthewatermarkcouldbefound.
The experimentswereperformedfor z valuesof 10, 100,
1000,and10000.

Figure12 shows the resultsfor signi�cancelevel x5|

}3~2}�•

and
}�~2}!}3•

. We seethata watermarkcanbedetected
even if a large fraction of tupleshave beenomittedfrom
theoriginaldata.For zn|

•�}

, thewatermarkwasdetected
in 100%of the samplesfor all selectivities. As expected,
when z increases(i.e. lesstuplesaremarked),we needa
higherpercentagefor selectivity (i.e. a larger percentage
of tuplesfrom the relation)to beableto detectthewater-
mark. A slightly bigger sampleis neededfor smaller x

for the samerate of successin detectingthe watermark.
However, a largereductionin thevalueof x (hencegreater

u = 581012,v = 10, z = 1000,w = 1, x = 0.01
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Figure13: Percentageof samplesin which thewatermark
couldbedetectedwhensomeof thewatermarkedattributes
aredropped(sel y�€ )

con�dencein the test)doesnot requirea large increasein
the minimumsizeof the sampleneededfor detectingthe
watermark.

Figure13 shows theeffect of omitting watermarkedat-
tributesfrom the databasesample.We plot theresultsfor
z•|

•�} }!}

and x�|

}3~2}�•

, andvary thenumberof attributes
dropped.Notefrom Figure12 thatthewatermarkcouldbe
detectedin 100%of the samplesfor €5|ƒ‚ „ . To study
theeffect of droppingmarkedattributesin isolation,there-
fore, we startedwith €	|]‚ „ andtried largervalues.For
eachselectivity andthe numberof attributesdropped,we
took 100randomsamplesandcomputedthepercentageof
samplesin which the watermarkcould be detected.The
desirednumberof attributesarerandomlyselectedfor in-
clusionin a sample.The �gure shows thatwe coulddrop
4 out of 10 markedattributeswithout losing detectability.
As the numberof attributesdroppedincreases,we needa
largersampleto maintaindetectability. Evenwhen9 outof
10markedattributesweredropped,thewatermarkcouldbe
detectedin 99%of the trials if thesamplecontained25%
of themarkedrelation.

Theseresultscanbeanalyzedasfollows. Let usrepre-
sentby … the fractionof markedattributesincludedin the
sample.Sincetheprobabilityof �nding amatchingmarked
bit by chanceis 1/2, we needto be ableto �nd at least7
correctmarksto detecta watermarkat signi�cance level

x$|

}�~ }�•

. This numberincreasesto 10 for x$|

}3~2}!}�•

.
Let usrepresentthisnumberby † . Thatis, if asamplecon-



tains ‡ markedtuples,we candetectthewatermarkat the
desiredsigni�cancelevel (assumingthewatermarkhasnot
beencorrupted).If themarkedtupleswereuniformly dis-
tributedandmarkswereuniformly distributedamongstthe
candidateattributesandwe couldgeta truly randomsam-
ple, it will besuf�cient to have a sampleobtainedby using
a selectivity ˆ suchthat ‰ŠˆA‹3Œ#••Ž
‡ . In theabsenceof this
fortunatesituation,aruleof thumbwill beto choosê such
that ‰ŠˆA‹3Œ#••Ž
•!‡ .

The graphsin Figure12 and13 exhibit this behavior.
Considerfor instancethecaseof •;‘`’�“ “!“ and ”g‘$“�• “�’

in Figure12. Since‹�‘—–!˜3’#“3’#• , ‡™‘(š and ‰›‘&’�“ Œ3’�“ , we
needaminimum ˆ of 2.5%for 100%watermarkdetection.
For smallervaluesof ˆ , thepercentageof samplesin which
watermarkis detectedcomesdown.

Theseexperimentsshow that our watermarkdetection
algorithmis robust even whenan attackerdropssomeof
the tuplesor thewatermarkedattributesfrom the relation.
Moreover, dependinguponthe numberof attributesomit-
tedandthenumberof tuplesdropped,we canestimatethe
sizeof thesampleneededfor detectingthewatermark.

6 Summary

Thefollowing arethemajorcontributionsof thispaper:

œ Identi�cation of the rights managementof relational
datathroughwatermarkingasanimportantandtech-
nically challengingproblemfor databaseresearch.

œ Articulation of the desirablepropertiesof a water-
markingsystemfor relationaldata.

œ Enunciationof thevariousformsof maliciousattacks
from which thewatermarkinsertedin a relationmust
beprotected.

œ First proposalof a watermarkingtechniquespeci�-
cally gearedfor relationaldata.

œ Extensive analysisandempiricalevaluationof thero-
bustnessandeffectivenessof the proposedtechnique
to demonstratethe feasibility of watermarkingreal-
life datasets.

In thefuture,wewould like to extendtheproposedwa-
termarkingtechniqueto alsomarknon-numericattributes.
We alsoplanto addresstherelatedproblemof �ngerprint-
ing [13] [19] tobeableto identify theculprit in caseswhere
therecanbemultiplesourcesof piracy.
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