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Abstract.  We study the following problem in a sovereign information-
sharing setting: How to ensure that the individual participants, driven
solely by self-interest, will behave honestly, even though they can bene t
from cheating. This bene t comesfrom learning more than necessarypri-
vate information of others or from preventing others from learning the
necessaryinformation. We take a game-theoretic approach and design
a game (strategies and payos) that models this kind of interactions.
We show that if nobody is punished for cheating, rational participants
will not behave honestly. Observing this, our game includes an audit-
ing device that periodically chedks the actions of the participants and
penalizes inappropriate behavior. In this game we give conditions un-
der which there exists a unique equilibrium (stable rational behavior)
in which every participant provides truthful information. The auditing
device preserves the privacy of the data of the individual participants.
We also quantify the relationship betweenthe frequency of auditing and
the amount of punishment in terms of gains and lossesfrom cheating.

1 Intro duction

There is an increasing requiremert for sharing information acrossautonomous
ertities in such a way that only minimal and necessaryinformation is disclosed.
This requiremert is being driven by seweral trends, including end-to-end inte-
gration of global supply chains, co-existenceof competition and co-operation
between enterprises, need-to-knov sharing between security agencies,and the
emergenceof privacy guidelinesand legislations.

Sovereign information sharing [1, 3] allows autonomous ertities to compute
queriesacrosstheir databasessuch that nothing apart from the result is revealed.
For example, supposethe erntity R hasa set Vg = fb;u;v;yg and the entity S
hasasetVs = fa;u;Vv;xg. As the result of sovereignintersection Vr \ Vs, R and
S will getto know the result fu; vg, but R will not know that S alsohasf a;xg,
and S will not know that R also hasfb;yg.

Seweral protocols have been proposedfor computing sovereignrelational op-
erations, including [1,3,6,8,16]. In principle, sovereigninformation sharing can
be implemented using protocols for securefunction evaluation (SFE) [7].Given
two parties with inputs x and y respectively, SFE computes a function f (x; y)
sud that the parties learn only the result.



The above body of work relies on a crucial assumption, that the participants
in the computation are semi-honest This assumptionbasically says that the par-
ticipants follow the protocol properly (with the exceptionthat they may keepa
record of the intermediate computations and received messagesand analyzethe
messages)Speci cally, it is assumedthat the participants will not maliciously
alter the input data to gain additional information. This absenceof malice as-
sumption is also presert in work in which a trusted-third party is employed to
compute sovereign operations.

In a real imperfect world, the participants may behave dishonestly particu-
larly when they can benet from such a behavior. This benet can comefrom
learning more than necessaryprivate information of others or preverting others
from learning the necessaryinformation. In the sovereign intersection example
given in the beginning, R may maliciously add x to Vr to learn whether Vs
contains x. Similarly, S may excludev from Vs to prevent R from learning that
it hasv.

1.1 Problem Addressed

We study the following problem in a sovereigninformation-sharing setting: How
to ensure that the individual participants, driven solely by self-interest, will be-
have honestly, eventhoughthey can bene t from cheating.

We take a game-theoretic approach to addressthe problem. We design a
game (i.e. strategies and payo s) that models interactions in sovereign infor-
mation sharing. Through this game, we show that if nobody is punished for
cheating, it is natural for the rational participants to cheat. We therefore add an
auditing deviceto our gamethat periodically cheds the actions of the partici-
pants and penalizesinappropriate behavior. We derive conditions under which
a unique equilibrium (stable rational behavior) is obtained for this game such
that ewvery participant provides truthful information. We also quartify the re-
lationship betweenthe frequency of auditing and the amount of punishmert in
terms of gains and lossesfrom cheating.

The auditing device must have the following essetial properties: (a) it must
not accesgshe private data of the participants and (b) it must be spaceand time
e cien t. The auditing device we provide has these properties.

1.2 Related Work

Notions from game theory are used widely in this paper. Game theory was
founded by von Neumann and Morgenstern as a generaltheory of rational be-
havior. It is a eld of study of its own, with extensiwe literature; see[17]for an
excellert intro duction.

Gamesrelated to our work include the interdependert security(IDS) gameg[10,
13]. They werede ned primarily to model scenarioswherealarge number of play-
ers must make individual investmert decisionsrelated to a security - whether
physical, nancial, medical, or someother type- but in which the ultimate safety
of every participant dependson the actions of the ertire population. IDS games



are closelyrelated to summarization games[11] in which the players' payo is a
function of their own actions and the value of a global summarization function

that is determined by the joint play of the population. Summarization games
themselesare extensionsof congestiongames[15,19] in which players compete
for somecertral resourcesand every player's payo is a decreasingfunction of
the number of players selecting the resources.We have adopted some notions
from the IDS gamesand usedthem to model information exdchange. However,
our problem is di erent from the one preserted in [13], while at the sametime

we are not exploring algorithms for computing the equilibria of the gamesas
in [10].

Inspection games[4,5,14,21] are also related to our work. These are games
repeated for a sequenceof iterations. There is an inspector responsible for dis-
tributing a given number of inspections over an inspection period. Inspections
are done so that possibleillegal actions of an inspectee can be detected. The
inspectee can obsene the number of inspections the inspector performs. The
question addressedis what are the optimal strategiesfor the inspector and the
inspecteein such a game. The main di erence between these gamesand the
gamewe have designedis that in the inspection gamesthe inspector is a player
of the game. This is not true for our game,where the inspector acts as a referee
for the players, helping them (via auditing) to achieve honest collaboration.

The modeling of private information exchangeusing game-theoreticconcepts
hasreceived someattention recertly. In [12], di erent information-exchangesce-
narios are consideredand the willingnessof the participants to sharetheir private
information is measuredusing solution conceptsfrom coalition games.Our study
is complemenary to this work. We are interestedin quantifying when peopleare
willing to participate truthfully in a game,rather than the complemenary ques-
tion of whether they are willing to participate at all.

The work preseried in [20] modelsinformation exchangebetweena consumer
and a web site. Consumerswant to interact with web sites, but they also want
to keepcontrol of their private information. For the latter, the authors empower
the consumerswith the ability to test whether a web site meetstheir privacy
requiremerts. In the proposedgames,the web sites signal their privacy policies
that the consumerscan test at some additional cost. The main conclusion of
the study is that sudh a game leadsto cyclic instability. The scenariowe are
modeling is completely di erent. Our players are all empowered with the same
set of strategies. Our gamesalso admit multiple players.

A recert work [22] addresseghe problem of an adversary maliciously chang-
ing hisinput to obtain the private information from another party in a sovereign-
intersection computation. They useconceptsfrom non-cooperative gamesto de-
rive optimal countermeasuresfor a defendart (and optimal attacking methods
for the adversary) that balancethe lossof accuracyin the result and the loss of
privacy. These countermeasuresinvolve the defendan also changing his input.
Our approad is ertirely dierent. We are interested in creating mecanisms so
that the participants do not cheat and provide truthful information.



1.3 Road Map

The rest of the paper is structured as follows. In Section 2, we formally de ne
the problem addressedin the paper, and also review the main game-theoretic
concepts. In Section 3, we construct our initial game that captures two-party
interactions in the absenceof auditing and study its equilibria. The auditing
deviceis introducedin Section4 and its in uence on the equilibria of the game
is discussed.Section 5 shows how the obsenations from the two-player game
generalizeto multiple participants. An implemertation of the auditing deviceis
provided in Section 6. We conclude with a summary and directions for future
work in Section 7.

2 De nitions

We rst formally de ne the problem the paper addressesWe then review some
basic conceptsfrom gametheory.

2.1 Problem Statemen t

First we givethe classicalsovereigninformation-sharing problem, which provided
the setting for this work. Then we de ne the honest version of this problem,
which is the concernof this paper. Finally, we specify the honestset-intersection
problem, which is an important instantiation of the generalproblem.

Problem1. [Sovereigninformation sharing] Let there be n autonomousertities.
Each entity i holds a databaseof tuples D;. Given a function f de ned on D;'s,

regarding the data of its peers.

The problem we are trying to tackle is more di cult. We want not only to
guarantee that ead participant in the end knows nothing more than the result,
but alsothat ead participant reports his true dataset. More formally:

Problem 2. [Honest sovereign information sharing] Let there be n autonomous
ertities. Each party i holds a database of tuples D;. Each ertity i reports a

information sharingis to nd a mechanism that can guarantee that all ertities
report D, suc that D; = D;. As in Problem 1, in the end of the computation

the data of its peers.

We use game-theoretic conceptsto develop a general framework that can
model di erent information-exchange scenariosand guarantee honest informa-
tion exchange.For concretenesswe also consider:

Problem 3. [Honest computation of set intersection] Special caseof Problem 2



The problem of honestcomputation of other relational operations (e.g. join, set-
di erence) can be de ned analogously; the techniques preseried in the paper
apply to them aswell.

2.2 Games and Equilibria

We mainly focus on strategic games In ead gamethere are n playersthat can
chooseamong a set of strategiesS;, i = 1;2;:::;n. A function u; is assciated
with ead playeri with u;j : S;1;:::;S, ! R. This iscalledapayo function since
it assignsa payo to playeri, for eath combined strategy choicesof the n players.
The basicquestionin gametheory is what constitutes a rational behavior in such
a situation. The most widely-usedconceptof rationalit y is the Nash equilibrium :

De nition 1 (Nash equilibrium). A Nashequilibrium (NE) is a combination
of strategies: x; 2 Sy :::Xp 2 S, for which

Ui (X100 X iiXn)  Ui(Xas i X it Xn);
for all i andx?2 S;.

That is, a Nash equilibrium is a combination of strategiesfrom which no player

hasthe incentiv e to deviate. A gamecan have zero, one, or more than one Nash

equilibrium and the payo s of a player canbedi erent in two di erent equilibria.
Another rationalit y conceptis that of dominant-strategy equilibrium :

De nition 2 (Dominan t-strategy equilibrium). A dominant-strategy equi-

2:x9);
for all i and x?°2 S; and for all j 6 i and xJQ 2S.

That is, the strategy of every player in a dominant-strategy equilibrium is the
most pro table one(givesthe highestpayo to every player) irrespective of what
the other players' strategies are. A game need not have a dominant-strategy
equilibrium. A dominant-strategy equilibrium is always a Nash equilibrium. The
oppositeis not true. Nashand dominant-strategy equilibria capture the behavior
of sel sh players who only care about maximizing their own payo s without
caring about the payo s of the rest of the players. Nash equilibrium is widely
usedin many settings. However, there is no consensuson the best concept for
rationalit y.

3 Dishonest Information Sharing

We now describe areal-world situation, but of coursesimpli ed, and useit to mo-
tivate the de nition of a two-player gamethat can be usedto analyze sovereign
information-sharing interactions. Our goalis to formally show that whenthere is



bene t from cheating that is not accompaniedwith any bad consequenceghere
is no guarantee for honesy. In fact, rational playersdriven solely by self-interest
will cheat in such a situation.

Rowi and Colie are successfulcompetitors. Though their products cover all
segmers of their industry, Rowi has a larger coveragein some while Colie is
stronger in others. By nding the intersection of their customer lists, they both
canbene t by jointly marketing to their commoncustomers.This bene t accrues
from businessexpansion as well as reduction in marketing costs with respect
to these customers. Rowi has estimated that the benet he will realizeis B4,
whereasColie's estimate is B,.2 Clearly, it is in the interest of both Rowi and
Colie that they nd their common customers without revealing their private
customers,and can use sovereign set intersection for this purpose.

In practice, Rowi might be tempted to nd more than just common cus-
tomers. Rowi might try to nd private customers of Colie by inserting some
additional namesin his customer database.By doing so, Rowi estimates that
his bene t canincreaseto F;. This temptation to cheatand nd more holds for
Colie too, and Colie's estimate of the increasedbene t is F,. Clearly, it must be
that F1 > B; and F2 > B,. We carry this assumption throughout the paper.

However, both Rowi and Colie may alsoincur somelossdue to cheating. For
example, from Rowi's perspective, Colie might succeedin stealing some of his
private customers.Also, Rowi's customer databasehas becomenoisy asit now
has somefake names.We uselL »; (L12) to represen the player's estimate of the
lossthat Colie (Rowi) causesto Rowi (Colie) due to his cheating.

For now, let us considerthe symmetric case:B; = B, = B, F1 = F, = F,
andLy =Ly =1L,andF > B.

We model the above situation as a two-player strategic game with payo s
described in Table 1. Both players have the sameset of strategies:\Play Hon-
estly" (H) or \Cheat" (C). Honest playing corresponds to reporting the true
set of tuples, while cheating correspondsto alternating the reported dataset by
adding extra tuples or removing real tuples.

Colie Play Honestly (H) Cheat (C)
Rowi
B F
Play Honestly (H) B B L
B L F L
Cheat (C) F F L

Table 1. Payo matrix for the two-player game where there is no punishment for
cheating. Each entry lists the payo of Rowi at the left-b ottom, and the payo of Colie
at the right-top corner of the cell for the corresponding combination of strategies.

3 If the benet is consideredto be a function of the number of common customers,
the latter can be determined (without revealing who the common customers are) by
using the sovereign set intersection size operation.



Observ ation 1 For the strategic gamedescrited in Table1 and given that there
is extra bene t from cheating (F > B), the pair of strategies (C, C) is the only
equilibrium (NE as well as DSE).

To seethat (C, C) is a Nashequilibrium, note that for Rowi u(C;C) > u(H;C)
and for Colie u(C;C) > u(C;H). On the other hand, (H, H) is not a Nash
equilibrium sinceu(C;H) > u(H;H) for Rowi.

Similarly, (C,C) is a dominant-strategy equilibrium sincefor Rowi u(C;C) >
u(H;C)andu(C;H) > u(H;H) andfor Colieu(C;C) > u(C;H)andu(H;C) >
u(H;H). It is easyto seethat (H,H ) is not a dominant-strategy equilibrium.

Note that the above obsenation holds irrespective of the value of L. In other
words, both Rowi and Colie will nd it rational to cheat even if the lossfrom
cheating makesF L lessthan B for both of them.

4 Enforcing Honesty

We now extend the game described in the previous section with an auditing
devicethat can ched whether any player has cheated by altering the input. An
implemenrtation of such a device is discussedlater in Section 6. Whenewer the
device nds out that a player has cheated, it penalizesthe player. For a xed
penalty amount, we addressthe question of how often should the auditing be
performed. We nd a lower bound on the auditing frequency that guarantees
honest. Suc a lower bound is important particularly in caseswhere auditing is
expensive. Conversely for xed frequencyof auditing we calculate the minimum
penalty that guaranteeshonestbehavior.

An auditing device can be characterized as follows, depending on the degree
of honesy it can guarantee:

1. Transformative: It caninduce equilibrium stateswhereall playersbeing hon-
estis a dominant-strategy equilibrium (DSE). Recall that every dominant-
strategy equilibrium is alsoa Nash equilibrium (NE), though the opposite is
not true.

2. Highly E e ctive: It caninduce equilibrium stateswhereall participants being
honestis the only Nash equilibrium of the game.

3. E ective: It can induce equilibria where all participants being honestis a
Nash equilibrium of the game.

4. Ine e ctive: Nothing can be guaranteed about the honest behavior of the
players. That is, the auditing device cannot induce equilibrium stateswhere
all players are honest.

We rst study the symmetric casein which the playershaveidentical payo s.
We then extend the analysisto study asymmetric payo s.
4.1 The symmetric case

Consider the game with the payo matrix given in Table 2. The semarics of
the parametersB;F and L are the sameasin the gamedescribed in Section 3.



Two more parametersappear here. The rst one, P, represerts the penalty that
the auditing deviceimposeson the cheating player onceit detectsthe cheating.
Parameterf, with 0 f 1, correspondsto the relative frequency of auditing,
and represens how often the device cheds truthfulness of the data provided by
the players. For brevity, from now on, we will usethe term frequencyto refer to

relative frequency

Colie Play Honestly (H) Cheat(C)
Rowi
B @a f)F fP
Play Honestly (H) B B (1 f)L
B (1 f)L @a f)F fP (1 f)L
Cheat (C) @a f)F fP @a f)F fP (1 f)L
Table 2. Payo matrix for the symmetric two-player game enhancedwith the auditing
device.

In Table 2, when both players play honestly they ead have benet B. Since
the auditing device cheds with frequencyf , the expected gain of a player that
cheatsis (1 f)F. That is, a cheating player gains amourt F only when heis
not caugh, which happenswith probability 1 f. A player who cheats and is
not caught causesexpectedloss(1 f)L to the other player. Finally, a cheating
player may be caught with probability f and pays penalty P, which givesan
expectedlossof f P to the cheating player.

When both players are cheating their payo is the expected cheating bene t
(3 f)F minusthe expectedcostof paying a penalty f P aswell asthe expected
loss causedfrom other player cheating (1 f)L. Note that (1 f)L is the loss
of a player due to the cheating behavior of the opponert, multiplied by the
probability that the latter is not caugh.

We now give someimportant obsenations from the analysis(details omitted)
of this game.Assume rst that all parametersare xed exceptfor f . In that case
the auditing devicegetsasinput the penalty amourt P. The goalis to determine
the corresponding frequencyof auditing that can guarantee honestbehavior. The
following statemert can be madein this case.

Observ ation 2 For any xed penalty amount P, there exists a checking fre-
quencyfor which the auditing devie is both transformative and highly e ective.
More speci c ally for xed P, the equilibria of the game for di er ent values of
frequencyf 2 [0; 1] are:

F B

{ For0 f < 5, (C,C) is the only DSE and NE of the game. That is, for
those frequenciesthe auditing device is ine e ctive.

{ For 552 <f 1, (HH) is the only DSE and NE of the game. That is, for
those frequenciesthe auditing device is transformative and highly e ective.

{ Forf = E+E , (H,H ) is amongthe NE of the gameand therefore the auditing
devie is e ective.




The above obsenation is rather intuitiv e. The key quantity is f = E-2
that can be rewritten asfP = (1 f)F B. The left-hand side corresponds
to the expected loss due to the penalty imposedby the auditing device. The
right-hand sideis the net expectedgain from cheating. Thereforethe rst casein
obsenation 2 saysthat (C,C) is DSE and NE only whenf P < (1 f)F Bjthat
is when the expected lossfrom the penalty is lessthan the expected gain from
cheating. In this case,the auditing device does not provide enough deterrence
to keepo the players from cheating. However, when the expected loss due to
the penalty imposedby the device exceedsthe expected gain, the players start
behaving honestly.

The landscape of the equilibria for the di erent values of the cheding fre-
guency is shown in Figure 1. Notice that the above gamefor all the values of
f 6 % has only two equilibria in which either both playersare honestor both
of them are cheating.

(C,C) is the only DSE and NE (H,H) is the only DSE and NE|

= |
3
B

Fig. 1. Equilibria of the two-player symmetric game with auditing device for the dif-
ferent values of chedking frequency f and for xed penalty amount P. Shadedregion
corresponds to (H, H) being both DSE and NE.

Alternativ ely, we can study the penalty-for-cheating versus frequency-of-
cheding trade o the other way round. What happensin the casewhere the
auditing deviceis instructed to ched at the speci ed frequencies?What is the
minimum penalty amourt it hasto imposeon cheating players so that honest
is ensured?

Observ ation 3 For any xed frequencyf 2 [0;1], the auditing devie can be
transformative and highly e e ctive for wise choices of the penalty amount. Specif-
ically:

{ For P > &DF B (4 H)is the only DSE and NE, and therefore the
auditing devie is both transformative and highly e ective.

{ Forp < @ DF B (CcC)is the only DSE and NE, and therefore the au-
diting devie is ine e ctive.

{ For P = W,(H, H) is amongthe NE of the game. That is for this
penalty amount the auditing device is e ective.

The above obsenation is also intuitiv e as it says that the players will not be
deterred by an auditing device that imposespenalties sudch that the expected



lossdue to them is smaller than the expected additional benet from cheating.
This is true no matter how often this device performs its cheds.

On the other hand, note the following special case.When f > E_B the
auditing devicedoesnot haveto imposeany penalty on the cheating participants.
The fact that the participants are aware of its existenceis daunting by itself.
Notice that this happens particularly in high frequenciesand for the following
reason.Due to high cheding frequency the expectedgain from cheating (1 f)F
becomedower than the gain from honestcollaboration B. Therefore, the players
have incentiv e to play honestly.

The equilibria of the gameas a function of the penalty amourt P are given
in Figure 2.

(F_B)
f>82

(H,H) is the only
DSE and NE

0 f<%

(H,H) is a NE

(C,C)isaNE

T

0 @ V?F B p

(C,C) is the only DSE and NE

Fig. 2. Equilibria of the two-player symmetric game with auditing device for the dif-
ferent values of penalty regions P for xed chedking frequency f . Shadedregion corre-
spondsto (H, H) being DSE as well as NE.

The above obsenations provide the game-designerthe chance to decide,
based on estimations of the players lossesand gains, the minimum cheding
frequenciesor penalty amourts that can guarantee the desired level of honesy
in the system.

Colie Play Honestly (H) Cheat (C)
Rowi
B> 1 f2)F2 f2P2
Play Honestly (H) B: B: (1 f2)la
Bz (1 fl)le (1 f2)F2 f2P2 (1 fl)le
Cheat (C) (l fl)Fl f1P1 (1 fl)Fl f1P1 (l fz)L21

Table 3. Payo matrix for the asymmetric two-player gameenhancedwith the auditing
device.



4.2 The asymmetric case

We now turn to the study of the asymmetric casewhere the payo s of the two
players are not necessarilythe same.The payo matrix of the gameis given in
Table 3. The easiestway to visualize the equilibria of such a gameis by xing
the penalty amounts imposedon ead player (P;) and giving to the auditing
device the freedomto selectthe frequency of chedking ead player (f;). In this
case,we get the landscape of the equilibria showvn in Figure 3.

Again the auditing device becomestransformativ e and highly e ectiv e when
it cheds frequertly enoughso that the players cannot tolerate the extra losses
from being caugh cheating. Similar obsenations can be made by studying the
game using the penalty amounts as the free parameters of the auditing device
and xing the cheding frequencies.

Note that in contrast to the symmetric case,the current gameexhibits equi-
libria in which the two playersdo not pick the samestrategy. This is the case,for
example, when the auditing device cheds Colie very frequertly and Rowi quite
rarely (upper left-hand cornerof the gure); the Nashequilibrium haspoor Colie
playing honestly while Rowi is cheating. This example brings out the need for
careful choice of penalties and frequencies;otherwise, the rational players may
be forced into unintuitiv e behaviors.

1
(C,H) is the only (H,H) is the only
DSE and NE DSE and NE
F2 B
f2 (Fiwi)
(C,C) is the only (H,C) is the only
DSE and NE DSE and NE
Fi B
Erpd 1
- f;

Fig. 3. Equilibria of two-player asymmetric game with auditing device for the di eren t
values of penalties (P1; P2). Shadedregion corresponds to (H,H ) being both DSE and
NE.

5 Generalization to multiple participan ts

More than two ertities are often involved in an information-sharing situation.
To model such situations we extend our two-player gameto n players.



Each player has again two possible strategies: to play honestly (H) or to
cheat (C). We useindicator variable h; to denote the strategy of player i:

1; if player i is playing honestly

hi = 0: otherwise.

We use vector h to represen the strategies of all n players. The vector h
represerts the strategiesof all players exceptfor playeri. Motiv ated by [10], we
designthe n-player gameby forming a payo function that adequatelydescribes:
(a) the gains/lossesa player hasdue to his own actions, and (b) the gains/losses
due to the behavior of others.

The notation is alongthe samelinesasusedin the two-player game.We again
assumethe existenceof an auditing devicethat cheds on playerswith frequency
f and imposespenalty P for cheating. We considerthe casewhere the values
of f and P are the samefor all players. Assumethat the benet from honest
collaboration for ead player is B. The increasedbene t of player i due to his
cheating is given by function F, which is assumedto be the samefor all players.
The speci ¢ form of function F dependson the application domain. However,
we do assumethat it is monotonically increasingin the number of players that
play honestly. That is, the larger the number of honest playersin the game,the
more the dishonestplayer gainsby exploiting their honesy. Finally, assumethat
the lossa player i experiencesdue to the cheating of another player j is given
by Lji. The payo of playeri is thus a function u; : fH,C g" ! R, which canbe
written as:

uih)=hB+ (1 h)2 f)F(kh k) (@ h)fP

(T h)@ f)Lji (1)
j=1j6i

The payo u; of player i dependson the strategies picked by the participating
playersand it consistsof four terms. The rst two terms correspond to the gains
of the player and the last two correspondto his lossesThe lossesare dueto either
his own choicesor the choicesof the rest of the participants. More speci cally,
the rst term is the gain player i hasin isolation (irrespective of the strategies
of the rest n 1 players) when he plays honestly. The secondterm is his gain
when he decidesto cheat. This gain dependson the strategies of others aswell.
The third term, (1  h;)f P, corresponds to his loss when he decidesto cheat
and he is caught. In that case,he experiencesan expectedlossof f P. The last
term represerts his lossdue to the behavior of the other participants.

For building someintuition, considerthe following special cases.When all
players except player i cheat, then the payo of playeri would be;

X
Ui(h iIO;hizl):B (l f)LjiZ
j=1;j6i

If playeri decidesto cheat aswell, his gain is:



X
u(h=0=F(@© fP (1 )L
j=1i6i

Although it seemsthat the analysis of the auditing device in the presence
of n players could be more demanding, it turns out that someintuition and the
results from the two-player gamecarry over.

Assumewe X the cheding frequencyf with which the auditing devicecheds
the participating players.

Prop osition 1. For the n-player gamewhere the payo of eachplayeri is given
by u; asde nedin equation 1, the following is true: For xed frequenciesf 2 [0; 1]
an auditing devie that imposespenalty P > M is transformative
and highly e ective. That is, for thosevaluesof f and P, (H, H, ..., H) is the
only combination of strategiesthat is DSE and NE.

Proof. (Sketch) First we show that the auditing device is transformativ e. For
this, we have to show that whenP > w ead playeri prefersh; = 1
irrespective of the strategies of the other n 1 players. This comesdown to
proving that the inequality:

ui(h i=21hi=1)>ui(h ;= 1,h =0) ¥

is true for playeri (and thus for every player). If inequality 2 holdsfor h ; = 1,
then it would also hold for any other h ; 6 1. This meansthat even in the
worst-case,where all n 1 other players are playing honestly (this is the case
where player i has the highest benet from cheating), player i still has more
benet from being honest than from cheating. This makes h;j = 1 dominant
strategy. Indeed by solving inequality 2, we end up with a true statemert.

Then we have to show that the auditing device is also highly e ectiv e. For
this we needto show that when P > M there does not exist an
equilibrium other than (H,H,....H ).

The proofis by contradiction. Assumethere existsanother equilibrium where
x players are playing honestly and n  x playersare cheating, with x 6 n. Now
considera player i with h; = 1. Sincewe have assumedan equilibrium state, the
following should be true:

This would mean that

X0 X
B 1 h)@ f)Li>@ f)F(x 1) fP @ hp@  fly;
j=1j6i =18l



and thus

by f)F(;( ) B -

Now considera player j from the setof n  x cheating players. Due to the
equilibrium assumption, the following should also hold:

Ui(ht = 1;:i55hy = Lhyer = 0;005%; = 0005 hp = 0) >
Up(hs = 1;::55hy = Lhyer = 0;:005%x; = 150005 hy = 0):

This would mean that

X X
@a f)F(x) fP 1 h)@a f)r; >B (1 f) (1 h)@ f)Ly
i=1;6j i=1;16]

and thus

1 f)F B
p<l )f(x) : @)
However, inequalities 3, 4 and the constraint P > “”F(f—”l)B cannot be
satis ed simultaneously, due to the monotonicity property of F. Therefore the
auditing deviceis also highly e ectiv e.

In a similar manner we can shaw the following proposition:

Prop osition 2. For the n-player gamewhere the payo of eachplayeri is given
by u; asde nedin equation 1, the following is true: For xed frequenciesf 2 [0; 1]
an auditing devie that imposespenalty P < w is ine e ctive. That is,
for thosevaluesof f and P, (C, C, ..., C) is the only combination of strategies
that is NE and DSE.

Finally we can generalizethe above propositions in the following theorem:

Theorem 1. For the n-player gamewher the payo of each playeri is given
by u;, asde ned in equation 1, the following is true: For x 2 1;:::;n 1 and for
any f 2 [0;1], whenthe auditing deviee imposespenalty &P D B <« p <

@ DFEX B then the n-player gameis in an equilibrium state where x players

are honestand n  x players are chaating.

Consequetly, the equilibria landscape looks asin Figure 4.
6 Auditing Device
We turn now to a discussionof the feasibility of realizing the auditing device.

The auditing servicemust be spaceaswell astime e cien t. It must also not see
any private data of any of the participants.
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Fig. 4. Equilibria of the n-player symmetric game with auditing device for dierent
values of penalty P. Shadedregion corresponds to (H,H ) being both DSE and NE.

6.1 Incremen tal multiset hash functions

Our proposedauditing device makesuse of incremertal multiset hash functions
[2], which are hashfunctions that map multisets of arbitrary nite sizeto hashes
of xed length. They are incremertal in that when new menbers are added to
the multiset, the hash can be quickly updated.

De nition 3 (Multiset hash function [2]). Let (H;+n; n) beatriple of
prokabilistic polynomial time algorithms. This triple is an incremertal multiset
hash function if it satis es:

{ Compression: H mapsmultisets of a domain D into elementsof a setwith
cardinality 2™, wher m is some integer. Compression guarantees that
hashescan be stored in a small bounded amount of memory.

{ Comparabilit y: Since H can be a prokabilistic algorithm, a multiset need
not always hashto the samevalue. Therefore a means of comparison ( )
is needed to compare hashes.For this it should hold that H(M) 4y H(M),
for all multisets of M of D.

{ Incremen talit y: Finally, H(M [ M9 is computed e ciently using H(M)
and H(M 9. The +4 operator makesthis possible:

HM[ M9 wHM)+u HMY;

for all multisets M and M° of D. In particular, knowing H(M) and an
elementt 2 D, one can easily computeH(M [ ftg) = H(M) +4 H(ftg).

Multiset hash functions are collision resistart in that it is computationally
infeasibleto nd a multiset M of D and a multiset M ° of D such that M 6 M©°
andH(M) 4 H(M?O.

6.2 Auditing

Auditing is provided by a securenetwork service,built using a securecoproces-
sor [9]. For the purposesof this paper, it is su cien t to obsene that a certi ed

application code can be securelyinstalled into a securecoprocessorand, once
installed, the application can executeuntampered. The remote attestation med-
anism provided by the securecoprocessorcan be usedto prove that it is indeed
executing a known, trusted version of the application code, running under a



known, trusted version of the OS, and loaded by a known, trusted version of
the bootstrap code. Communication betweenthe auditing deviceand the partic-
ipants in the sovereign computation makesuseof authenticated encryption that
provides both messageprivacy and messageauthenticit y [18].

The auditing device (AD) periodically cheds the integrity of the data re-
ported by the players, and hands over penalties if needed.As we shall see,AD
accomplishesthis ched without accessinghe private data of the players.

There is atuple generator TG;, assaiated with ead playeri. In the scenario
given in Section 3, TG; may correspond to the customer registration process.
TG; provides legal tuples to the player i that should participate in sovereign
computations. The player i cannot in uence TG; into generatingillegal tuples*
but can himself fabricate them. Each TG; operatesas follows:

1. TG; picks H; and announcesit publicly.

2. For eacth new tuple t entering the systemand to be provided to playeri:
(&) TG; computesH;(t).
(b) TG; sendsmessaggH;(t);i) to AD.
(c) TG; sendst to playeri.

AD maintains for ead player i a hashvalue HV ;. This is the hash value of
all the tuples that playeri hasreceived from TG;. Upon receiving (H;(t);i), AD
updates the hashvalue sothat HV; = HV; +4, H;(t). Note that the auditing
device doesnot know the actual tuples that ead player i hasreceived. It only
knows the hash value of this multiset of tuples, which it incremertally updates.

Finally, eact player i also maintains locally the hashedvalue of the set of
tuples it has received, H(D;). Therefore, upon receiving tuple t from TG;, the
player i updatesthe hashvalue sothat H;(D;) = H;i(D;) +n, Hi(t).

For sovereigninformation-sharing computation, the playersfollow one of the
standard protocolsthat guarantee correct and private computation of the result.
Theseprotocolsrequire that ead player i reports D; (usually encrypted) to the
other playersor to atrusted third party. Here, we additionally require that along
with the encrypted version of D;, ead player i reports H; (D).

Note that reporting H;(D;), along with the encrypted D;, does not reveal
anything about the actual D;. This is due to the assumption that for a given
multiset hashfunction Hj, it is computationally infeasibleto construct multisets
M and M %such that H;(M) n, Hi(M 9. Secondly player i will be reluctant to
report D; alongwith H;(D? suc that D; 6 D? becausethat will be a violation
of the protocol and if the ertit y that receivedthe encrypted D; alongwith H;(D?)
takesi to court, the judge will be ableto decidein polynomial time whether the
hashvalue H{(D?) , Hi(D;).

Given this communication model, the job of the auditing deviceis straight-
forward. If AD decidesto audit playeri, it requeststhe hashvaluethat i reported
during the set-intersection computation. Let this hash value be H;(D;). Then
AD can decidewhether i is cheating by cheding whether HV; 4, Hi(Dj).

4 If player i can corrupt TG; into generating illegal tuples on his behalf, it can be
shown that no automated chedking device can detect this fraudulent behavior.



7 Summary and Future Directions

A Kkey inhibitor in the practical deployment of sovereign information sharing
has beenthe inability of the technology to handle the altering of input by the
participants. We applied game-theoretic conceptsto the problem and de ned
a multi-part y gameto model the situation. The analysis of the game formally
conrmed the intuition that aslong asthe participants have somebenet from
cheating, honestbehavior cannot be an equilibrium of the game.However, when
the game is enhancedwith an auditing device that cheds at an appropriate
frequencythe integrity of the data submitted by the participants and penalizes
by an appropriate amourt the cheating behaviors, honesty can be induced not
only as a Nash equilibrium but also as a dominant-strategy equilibrium. We
addressedpractical issuessuc aswhat should be the frequency of chedking and
the penalty amount and how the auditing devicecan be implemented asa secure
network devicethat achievesthe desiredoutcomewithout accessingrivate data
of the participants.

In the future, we would like to study if appropriately designedincertives
(rather than penalties) can also lead to honest. We would also like to explore
the application of gametheory to other privacy-presenation situations.
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